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SUMMARY

1. Title

A policy research on enhancing consumer protection in the Korean distribution market

of mobile phones and telecommunication services

2. Objective and Importance of Research

This study addresses two issues related with mobile communication retailers: one is to
improve the existing regulatory tool for preventing wrongful advertising activities and the
other to derive a new self-regulatory framework to protect private user data stored in
mobile phones from leaking through retail sales. The latter is an issue that is in the
absense of any policy scheme but expected to become one of serious problems in the
future.

Misleading advertisements account for the highest number of reporttedly illegal acts by
distributors under the Handheld Device Distribution Act, and there are also reports of real
cases where those misleading advertisements actually lead to user damage. In order to
induce desirable advertising practices by mobile phone distributors and prevent user
damage caused by misleading advertisements, it is necessary to examine inadequate and
possibly unlawful advertising practices at retail stores and the relevant regulatory
frmework. From doing so, a new adjustment to the current regulation should be made.

Smartphones contain a variety of sensitive personal information, raising concerns about
data leakage during the process of using or selling it. In the coming years, the concern

and severity about personal data leakage from mobile devices is expected to gradually
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increase due to the popularization of high-end smartphones, increased device usage
cycles, and growing secondary market, while the related legal system is insufficient.
Therefore, there is a need to explore how personal data may be leaked from mobile

devices at retail stores and what policy measures can reduce the risk of leakage.

3. Contents and Scope of the Research

This study proposes an improvement for the existing guideline to prevent misleading
advertisements and a new self-regulatory plan to prevent mobile device data leakage.

To this end, Chapter 2 reviews the current legal system regulating advertisements at
telecom retail stores, illegal example cases under the exiting guidelines and suggests an
improved version of the guidelines. In Chapter 3, we look at the channels through which
data leakage can occur and any relevant institutional arrangements for each stage of
mobile phone’s lifecycle, such as mobile subscription, usage, mobile connection
termination, device trade-in, secondary sale and disposal. Policy suggestions are provided
to protect private data from mobile phones at retail stomres. Finally, Chapter 4 presents

our results, limitations and future research ideas.

4. Research Results

This study proposes an improvement to the guidelines for false and exaggerated
advertising that are currently operated by the KAIT on the behalf of mobile carriers.
Since it was set up in 2014, the current mobile phone advertising guideline does not
reflect changing market and regulatory environments and does not incorporate the
monitoring responsibility of mobile carriers for advertising activities at their retail stores.
A new guideline for adversiting mobile phone sales would be derived with reference to

the “Guideline for Prohibiting False, Exaggerated, and Deceptive Advertisements Related
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to Broadcasting and Telecommunications Bundled Sales,” which is also similarily applied to
telecommunications distribution stores and presents standards for monitoring advertisements
for bundled products of wired products. The proposed guideline in this study clasifiies the
types of problematic advertisements into false, exaggerated, and deceptive advertisements,
which are consistent with the Labeling and Advertising Law and bundled sales advertising
guidelines, and for each, inadequate and possibly unlawful advertising examples for
mobile communication devices are presented. We also suggest that a new guildeline holds
mobile communication service providers accoundtable for monitoring advertisements at
their retail stores.

To prevent device data leakage, policy measures are advised, including retail store
guidelines, refining used phone purchase process, and stronger guidance on peer-to-peer
transaction platforms. User education is highly suggested as well. Our review about
current instutitutional tools for preventing data leakage from mobile phones finds that
those tools are quite insufficient. The Personal Information Protection Act and the
Information and Communications Network Act prohibit the use of personal information for
any purpose other than original purposes, hacking, invasion of privacy, and infringement
of secrets, and the Telecommunications Business Act does not allow careless handling of
personal information such as a subscriber's resident registration card during the
subscription and termination stages of mobile communication services. However, this is
done to protect personal information and prevent hacking in general business situations,
and currently, no institutional measures or volantuary business guidelines have been
found that are designed for mobile phones that hold a large amount of private sensitive
data. Despite the importance of private data protection, in addition, user awareness about
how to protect private data from their phones is still low and retail businesses, including
those selling used phones, have no competence to build relevant systems since most
busimesses are in small sizes. Therefore, rather than approaching the data protection
issue from ex-ante or ex-post regulatory perspectives, policy measures should be derived

to support voluntary efforts by users as well as retailers. We suggest policy measures
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including 1) building systematic guidelines to prevent device data leakage at retail stores,
2) providing secondary market retailers with an official document sample for data deletion
and consent procedures, 3) requiring peer-to-peer transaction platforms to give users
caution announcements when they buy and sell used phones, 4) developing an educaton
program about data protection for users, especially vulnerable groups, and 5) requiring
phone manufacturers to enhance phone data protection or to develop an automatic

factory resetting option when a phone is confirmed lost.

5. Policy Suggestions for Practical Use

The results related to mobile phone data protection in this study have been used in the
Korea Communications Commission’s supportive policy plan, announced in November 2023,
on vonluntary data protection efforts by phone retailers and education program for users.
The results on adversitng guidelines will go through more examination and be applied to

the retail market.

6. Expectations

Our study is expected to contribute to an advancement of user protection as well as of

market fundamental in the Korean mobile communication market.
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