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SUMMARY

1. Title

A Study on Creating a Healthy Online Environment

2. Objective and Importance of Research

The development of Internet and social network services accelerated the spread of
disinformation faster and wider than ever before. When the harm of disinformation is
referred to as an impediment to citizens’ decision on socially important issues, it raises
concerns that the seriousness of the problem is increasing. A cautious approach is needed
in that issues related to the concept, judgment and measures of disinformation are
immediately linked to freedom of expression. It is also necessary to seek ways to create
a sound Internet environment through cooperation with online platforms and experts

directly related to the distribution of disinformation.

3. Research Results

This study reviewed the definition of the concept, scope and problem of disinformation.
In particular, High-level expert group on disinformation, consisting of experts related to
academia, media organizations, related agencies, civic groups, and online platforms, was
conducted and recommendations were drawn out to solve the problem of dis information

based on discussions held at expert meetings.
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4. Implications and Limitations

In this context, considering that the production, distribution and consumption of dis
information has a possibility to threaten democracy, efforts to create a sound Internet
environment, such as this study, are expected to contribute greatly to society. It can raise
awareness and raise social responsibility so that the Internet can properly handle its role
as a public sphere. In addition, the results of this research are expected to serve as
benchmarking cases in relation to future policies in areas related to broadcasting and

communication services.
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(d&! 1—1) Oxford dictionaries

Post-Truth

relating to or denoting circumstances in which
objective facts are less influential in shaping public
opinion than appeals to emotion and personal belief

2% https://languages.oup.com/word-of-the-year/word-of -the-year-2016
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*EUER Hd AR W7 e Aok ESE ARl BN E S (i

Fedd oluASd g FHE FFAEHAA, 2019

(12! 1—2) Rand Corporation(2018)

Figure S.1
Russian Disinformation Chain

Leadership Organ§ o S fisotion Consumers
proxies channels

Y £

N = g
BREAKING
=S

* Putin and the * Attributed media * Social media * U.S. citizens

Kremlin - Russia Today (RT), platforms . US.
+ Military Sputnik * Accounts (fake decisionmakers
e Other high-level — Russian domestic and real) e U.S. allies and

officials and media * Bots partners

Putin associates « Unattributed groups ||+ U.5. news media

- Internet Research e Unaffiliated
Agency (IRA) websites

2L https://twitter.com/randcorporation/status/1058459743490985984%1ang=da
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— {BuzzFeed Newsyoll m=2d, vz 7|7 & 7727t A2A w2ET 4
we Zoj(engagement)* & o] ZoH(@B707HA vs 7309H)

* Z8(Share), ¥H-4(Reaction), %=(Comment)

(12 1—3) BuzzFeed News(2016. 11. 16.)

Total Facebook Engagements for

Top 20 Election Stories
15 million
— | MAINSTREAM NEWS |
9 millon 8.7 mitlion
6 milion 7.3 million
3milion EE'EIEEE ~
Feb.-April May=-July Aug—Election Day

ENGAGEMENT REFERS TO THE TOTAL NUMBER OF SHARES, REACTIONS, AND COMMENTS
FOR A PIECE OF CONTENT ON FACEBOOK SOURCE: FACEBOOK DATA VIA BUZZSUMO

25 https://[www.buzzfeednews.com/article/craigsilverman/viral-fake-election
-news-outperformed-real-news-on-facebook
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chamber) + 18| &
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a}

AT 45, A e84< 4 & dvaL Ao, 2019
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(32 1—4) UNESCO(2018)

Loss of
confidence in
traditional media

Shifts in business
models

Low levels of
critical thinking and
news literacy

Malicious actors

Z&: World trends in freedom of expression and media development: global report 2017/2018



o 3¢ 23 R EH(AVAAZ)

D S8y FEE ¥ 22y, W] 53 (It feeds off our fear and it travels fast)
2) 24 wlgojel MAsY, £ue A A AZEd (1t thrives on social media
and reaches billions)

3 e A4ste Tt
HAFES Fol1, TIFFE F (t's killing people and poisoning democracy)

5) T s

"o (It is being weaponized against us)

N

2 4 9tk (No one is immune)

(J8 1-5] AVAAZ(2019)

i =

T <81 R AR o o arer & T € o & Af
AT i 3= =6
Please share this to save our country.

1) AVVAZ(2019), https://secure.avaaz.org/campaign/en/disinformation_briefing_eu/
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o Tandoc Jr., Lim & Ling(2018), Defining “fake news” A typology of scholarly definitions

— 7 w28 F3 S AHE A (facticity)} 4ol2l& ¢ E(intention to deceive)d] i1

vo Ao wel 7

(E1-1) 7520 Y 9 28

Author’s immediate intention to deceive
Level of facticity High Low
High Native advertising Propaganda News satire
Low manipulation Fabrication News parody

A5: &=, ¥, #(Tandoc Jr., Lim & Ling), 2018
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(1) Co-inform 27

339 B2 52 24K B4 429 0 2 49 ggyy Co-inform
743} (Co-Creating Misinformation-Resilient Societies)
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(2) Reveal
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(REVEALIing hidden concepts in Social Media)
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(Computational Propaganda: Investigating the Impact of Algorithms and Bots on Political
Discourse in Europe)
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(4) InVID
Hg o= AMo] 9t} - A2E& 3 240t v 2= AF (n VID
Video Veritas - Verification of SocialMedia Video Content for the News
Industry)
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v (Innovation action)ol we} 3.2 422 29
d8 78 122, The Centre for Research and Technology-Hellas(CERTH)
“‘In Video content, there is truth”
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(5) FANDANGO

A% L Yeolel B4L $F s BA L E
(FAke News discovery and propagation from big Data ANalysis and artificial intelliGence

Operations)
7] %k 2018. 1. 1. ~ 2020. 12. 31.
o A 3697 42, 999 A0 =2 13 "Horizon 202079 oz
v 2997 F2 A
MR o] &) o}, ENGINEERING - INGEGNERIA INFORMATICA SPA
MR 2E BASL BE Y AREAdA B Aoy AEH A
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= AZeL EHH0E BE HojE] 229 45 FHE E&
Aol E https://cordis.europa.eu/project/rcn/213549/factsheet/en




(6) SocialTruth

244N E 98 A-EaE OAg 2ax 43
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(Open Distributed Digital Content Verification for Hyper-connected Sociality)

7] %k 2018. 12. 1. ~ 2021. 11. 30.
o 2 & 3297 2, A A0 =219 Horizon 2020¢] 4302
- 2.5W7 2 A9

> 3 T2 2, INSTITUTE OF COMMUNICATION AND COMPUTER SYSTEMS
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FEHA Y Y APIE o] &3 & E4(content analytics), &4HH Al
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= Mt 28
Aol E https://cordis.europa.eu/project/rcn/218733/factsheet/en




(7) ELHO(Electoral Hostility Research Centre and Observatory)

AAe tig wre] 38, w3l 2489, A3 tig d+
(The Age of Hostility: Understanding the Nature, Dynamics, Determinants, and
Consequences of Citizens’ Electoral Hostility in 27 Democracies)

7] 2t 2019. 4. 1. ~ 2024. 3. 31.
o 2 F 259tk {2, EaA%e A =239 “Horizon 2020"9] 4%
= © 2 ERC-ADG 7]ZF(Advanced grant)e S3 A9
3 %=, LONDON SCHOOL OF ECONOMICS AND POLITICAL SCIENCE
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Aol E https://cordis.europa.eu/project/rcn/216567/factsheet/en




(8) GoodNews

AeMEY Yoy 714E o] &3 2AUEND iz B
(Fake news detection in social networks using geometric deep learning)

7] 2k 2018. 9. 1. ~ 2020. 2. 29.
o A Z 1549 f 2, FEage A0 =279 “Horizon 202079 ¥3o g
= ERC(proof of concept) 715 58 A
F B 2~$]2~, UNIVERSITA DELLA SVIZZERA ITALIANA
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ol Al 2 g2l
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(9) Social Sensor

AeA7E AT 4 BlolEE BAse e} A4 AY AN SOCIC‘I
(Sensing User Generated Input for Improved Media Discovery and SenS@l‘
Experience)

7] 2t 2011. 10. 1. ~ 2014. 10. 3L(%&
o A F 9197 §2, fyAFo] FPT-ICTZ2aW o2 659 §25 A 4Y

MR g2, INSTITUTE OF COMMUNICATION AND COMPUTER SYSTEMS
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g 2HinfluencenE A H3ly 1FA ez} e ugl.
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Aol E http://www.socialsensor.eu/




(10) WeVerify

(WIDER AND ENHANCED VERIFICATION FOR YOU)
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(11) Debunker

8 W AA, 24, 35 Bop 9914 A 44, A, At 97
(The Problem of European Misperceptions in Politics, Health, and Science: Causes,
Consequences, and the Search for Solutions)

7] 3t 2016. 9. 1. ~ 2021. 8. 31
o 2 Z 1999 52, Aty A0 =2 1% Horizon 20209 43oz
v ERC & 7I=< &3 A4
s %=, THE UNIVERSITY OF EXETER
= & A FA (]9, WA, 715 W3l T ) td AFE 2904 A
I EoHAA, B4, #8HE tEete 54 FA g rHo 2904
= TEE 4 9 9
= FAol el #HsT BHE ALY ARE Fo #RH 4L T2ely
AHAOR o2 A MT £ de dEFF "2 2 7IHE 2AR
Aol E https://cordis.europa.eu/project/rcn/204137/factsheet/en




(12) Botfind

£ 84 9 Agsd 34 AE, 24vHo] AR Foo] i A8 35
(Finding Bots, Detect Harassing Automation, and Restoring Trust in Social Media Civic
Engagement)

7] 3k 2017. 8. 1. ~ 2019. 1. 3L.(Z&
o 4 F 154 F2, 99 /0% Z2 39 Horizon 2020'9) 4802
- ERC 58 715¢ &3 A4

%=, THE CHANCELLOR, MASTERS AND SCHOLARS OF THE

T @
N UNIVERSITY OF OXFORD
xBo)o] A& Z AW DAS R FAAA WA THFLE
= &% o o FE8AZE F don L4nHoeld A glo] Asdthe AL Y
=%
= TBC
Aol E https://cordis.europa.eu/project/rcn/211447/factsheet/en
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o (F& Zg219) T2 72 (Google News Lab), GNI Innovation Challenge, News on

YouTube, Google News Initiative Cloud Program, Digital News Innovation Fund
D 72 72 #(Google News Lab)

72 oJUMEE Yo "oz A& 2 7Id7ER gt w2 g4 3
=99 AdElFo] o= 4709 TAAA . A5/ B (Trust & Misinforma-
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2) GNI Innovation Challenge

—yAE At AdEH 72 4 RS 5] A ¥ R A9 H9Y A
< %3l GNI Innovation Challenge= A MAIE oF2d &2 AdeEF A=
& F89 2% w2Us 29 L AY ool B AHe A WA GNI
Innovation Challenget F54 &R E £33 59 7o 24& & TZAHAEY,
T tdstE Tl M2 FHY FAS FEeH7] A otold o A &
o7 A3

3) News on YouTube
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AL AA A= JE 713 3} AEVFEC] MER AF 7T MEE 51 W
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