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SUMMARY

1. Title

Study on Public Safety Regulation of Telecommunications Service

2. Objective and Importance of Research

The revised Protection of Communications Secrets Act which intends to
impose telecommunications providers the LI cooperation obligations for
lawful interception of LEA, is proposed by Mr. Hansung-Lee, a member of
the National Assembly (2008.10.30), is pending. The pending Act is on the
discussion between the Ministry of Justice, the Korea Communications
Commission, and other related national organizations. For the enforcement
of national lawful interception policies when telecommunications providers
have the cooperation obligations to provide lawful interception capabilities
to support LEA, many issues related to the enforcement of LI regulations
need to be investigated: scope of telecommunications providers who have
the obligations, grace of cooperation obligations of telecommunications
providers, penalty for disobedience to LI regulations, cost recovery to
telecommunications providers for the cooperation obligations, and other
issues to be solved for lawful interception regulations. Addition to this,
role allocation of organizations for national LI regulations needs to be
investigated. Considering these, foreign cases, including USA, Netherlands,
Germany, UK, etc, on these issues are analyzed firstly. A plan is
investigated for national lawful interception regulations based on the

analysis result.



3. Contents and Scope of the Research

Contents and scope of this research are as follows:
o Investigation of cases of foreign lawful interception and data retention
regulations
- Cases of foreign LI regulations and enforcement
- Roles of organizations for LI regulation and enforcement
o Investigation for lawful interception regulations and enforcement
- Scope of lawful interception obligation subjects
- Postponement of cooperation obligations

— Cost recovery for LI cooperation

Penalty for violation of LI obligations
— Planning of national lawful interception regulation with cooperation

of telecommunication providers and related national organization

4. Research Results

Research results of this project are as follows:
o Investigation of cases of foreign lawful interception regulation and
enforcement
- Status of lawful interception regulation and enforcement of USA,
Germany, Netherlands, UK, and other countries
- Status of data retention regulation and enforcement of Europe and
USA
- Roles of organizations for LI regulations and enforcement
- Investigation of roles of national organizations for LI regulation and
enforcement
o Investigation of lawful interception regulation

- Investigation of scope of lawful interception obligation subjects

_8_



- Investigation of postponement of lawful interception obligations
- Investigation of cost recovery for lawful interception cooperation

- Investigation of penalty for violation of lawful interception obligations

5. Policy Suggestions for Practical Use

Issues about the amendment of the Protection of Communications
Secrets Act, especially related with the obligation of telecommunications
providers to cooperate with law enforcement agencies to execute lawful
interception, are analyzed and investigated in this project. The results of
this project can be used as a base for national lawful interception
regulations and enforcement.

The research results for scope of LI obligation subjects, scope and
procedure of cost recovery for lawful interception obligations,
determination of grace period for lawful interception obligations are
expected to be wused for the amendment of the Protection of
Communications Secrets Act and national LI regulation. Finally they are

expected to contribute to effective establishment of national LI regulations.

6. Expectations

Issue analysis result about national lawful interception policy which are
related with the amendment of the Protection of Communications Secrets
Act can be use to contribute to effective LI regulations and enforcement.

During the amendment of the Act, the investigation result can be used
to support discussion between the National Assembly and related national
organizations. It finally can support to establish LI related regulations and

to enforce the revised Act.
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2. vl

ul=+o] 79 U.S.Code Title 18 § 2703 "Required disclosure of customer
communications or records" Tl FAIAH| A & HolEl o] FINol| g Ab
&5 gtAsaL Atk ©7] SAl AH] 2 (electronic communication service) HEi=
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of- gl thato] ARl A tho] AEE T N oF ot
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- T2 (address)
- 274 9 A A3} d4 715, == A AlZE 2 AIZE (local and long
distance telephone connection records, or records of session times
and durations)
- AMHl& 7|17 2 o] 83 Mu]2~9] FF (length of service (including start
date) and types of service utilized)
- A3 = 779 WHE, == OgE AR HE == AlY (telephone or
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any temporarily assigned network address)
- 33 Mu)~o A4 WY % 3] (means and source of payment for
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9} FISA(Foreign Intelligence Surveillance Act 1978, A B 7AW <7
ko] o] FojAaL k. o] uf, A HA9 Y2 Omnibus Crime and Safe
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Omnibus Crime and Safe Streets Act 19689 Title I (4% Title 1) =
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1

Omnibus Crime and Safe Streets Act 1968 (Title III)
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FCCE 7]%0l wa} 7719 Bureaus®t 10709 Staff Offices® A €t}

Commissioners

Michae! J. Copps, Acting Chairmon
Jonathon §. Adelsiein  Robert M. McDowell

Office of
Inspector General
[ I [ I
Office of Office of Office of Office of
Engineering & General Managing Media
Technology Counsel Diredor Relations
Electromagnetic Compatibility Div. Administrative Low Div. Human Resources Manogement Medin Services Siaff
Laboratary Div. Litigation Div. Information Technology Center Internet Services Staff
Palicy & Rules Div. Finandial Dperations Audio-Visual Services Staff
Administrafive Staff Administrative Operations
Performance Eval. & Records Mgmt
Secretary
[ | I |
Office of Office of Office of Office of Office of
Administrative Strategic Planning Communications Workplace Legislative
Law Judges & Policy Analysis Business Diversity Affairs
Opportunities
I I [ 1
Consumer & Wireless .
Governmental Telecommunications é‘l‘::gz:, E“';J:g::’: =
Affairs Bureau Bureau
Admin. & Mgmt. Office Manogement & Resources Staff Momt. & Resources Staft (Ofice of Management & Resources
Info. & Resources Mgmt. Office HAudions & Spectrum Access Div. Dffice of Com. & Industry Info. Telecommunications Consumers Div.
Consumer Inquiries & Complaints Div. Specrum Mgmt. Resources & Policy Div. Spectrum Enforcement Div.
{Cansumer Policy Div. Technologies Div. Industry Analysis Div. Market Disputes Resolution Div.
Reference Information Center Spectrum & Competition Policy Div. Engineering Div. Investigations & Hearings Div.
Disability Rights Office Moility Div. (ffice of Broodeast License Policy Regional & Field Offices
Consumer Affoirs & Outreach Div. Broodband Div. Audio Div.
Office of Intergovernmental Affairs Vidzo Div.
Wireline Public Safety & .
po - International
Competition Homeland Security - rspom
Bureau Bureau
Admin. & Mgmt. Office Admin. & Mgm#. Office Manogement & Administrotive Stoff
Competition Policy Div. Palicy Diw. Palicy Div.
Priding Palicy Di. Public Communications Outreach & Satellite Div.
ITelecommunicafions Access Policy Div.  Operations Div N Strategic Analysis & Negotiafions Div.|
Indusiry Analysis & Technalogy Div. Systems Analysis Div
<19 3> FCC| =4 74%=

Bureaus® &7} A% A 2 7)€} filing, B9 24, A} $38), A4 TR
Aol ik 2w As 3] (hearings) FA 9o AS s, Offices= AH]
252 AYst= 9SS F3stt. 1 5, PSHSB(Public Safety & Homeland

Security Bureaw)© #2482 7S 2EstY], &, 7t 5 #E

2], A de] 2 71EF 3 olqrel] ek A s 9 e 5o 9
g3t FCC PSHSBE 3709 DivisionsZ TFAEe] ow, o] = Policy

Divisiono|A CALEA a3y} #Hd &S F3s5l= Aoz gt}
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Office of the Bureau Chief
David Furth, Acting Chief
Kenneth Moran, Sr. Deputy Bureau Chief and Chief Preparedness Officer
Lisa Fowlkes, Deputy Bureau Chief
Jeff Cohen, Acting Deputy Bureau Chief
Tim Peterson, Chief of Staff
Joseph Casey, Associate Bureau Chief
Richard Lee, Associate Bureau Chief
Deborah Klein, Associate Bureau Chief
Carol Simpson, Acting Associate Bureau Chief
Erika Olsen, Special Counsel
William Lane, Chief Engineer
Robert Kenny, Media & Public Outreach Specialist
Susan Mclean, Public Safety Outreach Coordinator
Sheila Hayes, Assistant Bureau Chief for Management
Jaime Rivas, Deputy ABC for Management

c EARe Systems Analysis Division Policy Division Public Communications Outreach & Operations Division
Y ol Tom Beers, Chief Joseph Casey, Associate Bureau Chief
Jeffery Goldthorp, Chief = % - 2 = & =
& Zenji Nakazawa, Associate Chief Shawn Lapinski, Associate Chief, Operations
Jean Ann Collins, Deputy Chief Allan M A iate Chief. Pl %
Gregory Cooke, Legal Counsel N M, Senn i S AnIng

Claudia Fox, Associate Chief, Public Alerts (On Detail)

<19 4> FCC PSHSB %7 FA %
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o] 9% o™, Senior Attorney, Attorney Advisor, Deputy Division
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A2} (aggregator)s= WA 2350, PBX provider+= ®HA330 sdEE Ao
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Au2g B2 s e g

<E 3> UF FHAE A T AR s

AT e Az B 20 A4
o T
- AgY MY~
- MAFNEL(PCS) AH] = gz
pegrgs |~ S8 A% SMR - %HT;
N - 914 olF &4 N
CMRS AL B 2~ . A-&3h=
Az - push—_to-—talk d_1spatch /\1_ H &~ o
- (+4 3%, Business Radio, ¥7} A4
A =g (LMS), air-to-ground o™
service, ¥ 3¢t FAT(CMR) )
Al ERCE RS
E AR A} ) 2
5 (e2]) PBX Aggregator
provider, (s
Reseller | joorepator 5| - PBX A& A H] 2~ AL AD):
B Avle] | - 3% A9 HAg2s
ugl A8 | - AP UESZ MM~ PBX
Wz ks g provider:
U HA3T
o Calling features such as
Calling - call forwarding “H3EIHA
features | & F7FAH]2~| - call waiting H] A
provider - 3-way calling A &A=}
- speed dialing
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CALEA
CMRS
DR

EC
ETSI
EU
FCC
FISA
FNA
GSM
IMEI
IMSI
I0OCA
IS

ISP
LEA

LI
NTAC
PMRS
PSHSB
PSTN
RIPA 2000
TAB
UMTS
VolP

Communications Assistance for Law Enforcement Act 1994

Commercial Mobile Radio Service

Data Retention

European Commission

European Telecommunications Standards Institute
European Union

Federal Communications Commission
Foreign Intelligence Surveillance Act 1978
Federal Network Agency

Global System for Mobile Communication
International Mobile Equipment Identity
International Mobile Subscriber Identity
Interception of Communications Act
Information Service

Internet service provider

Law Enforcement Agency

Lawful Interception

National Technical Assistance Centre
Private Mobile Radio Service

Public Safety & Homeland Security Bureau
Public Switched Telephone Network
Regulation of Investigatory Powers Act 2000
Technical Advisory Board

Universal Mobile Telecommunications System

Voice over Internet Protocol
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