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SUMMARY

1. Title

A Study on the Regulatory System Improvement method for the Elimination of the

Distribution of Digital Sexual Crimes on the Internet

2. Objective and Importance of Research

Recently, digital sex crimes have been constantly occurring in the Internet space, such
as the Nth-room case, and the severity of the damage to society and individuals is
becoming more serious. The victim is suffering from the fatal damage of Digital sex
crimes and the damage is semi-permanent.

The purpose of this study is to seek the direction of enactment of the enforcement
decree of Telecommunications Business Act and the Information and Communication
Network Act (2020.12.10.) to eradicate the distribution of digital sex crimes. Specifically,
to prevent the distribution of digital sex crimes in advance, detailed regulations for
creating a sound Internet ecosystem is to be prepared through in-depth review of the
scope of the applicable service providers, the distribution prevention measures, penalty

criteria for the violation and obligations to submit transparency reports.

3. Contents and Scope of the Research

First of all, we would like to examine the emerging concepts of new types of digital

sex crimes and the occurrence of digital sex crimes by type, user damage, and business

_Xi_



sanctions. Next, in order to prepare more effective legislation, domestic legal system
and policy trends will be analyzed to point out limitations and use them as evidence for

writing specific articles. The items is to be proposed in this study as follows.

- The Scope of institutions and organizations that may request to delete illegal
photographs;

- The Scope of information and communication service providers (additional
telecommunication businesses) subject to the obligation to prevent the distribution
of illegal photographs and take technical and management measures

- The Criteria for imposing penalties for violation of the obligations

- The Scope of information and communication service providers who need to
designate as a person in charge to prevent the distribution of illegal photographs

- The scope of the information and communication service provider subject to the

obligation to submit a transparency report

4. Research Results

As social problems of digital sex crimes continue to arise, the government has
amended the Sexual Violence Punishment Act, the Youth Sexual Protection Act, the
Telecommunications Business Act, and the Information and Communication Network
Act. Articles 22-5 and 22-6 of the Telecommunications Business Act, 44-9 and 64-5 of
the Information and Communications Network Act were amended in December 2020 as
the voice calling for the regulation system to prevent the distribution of illegal
photographs grows due to the Nth-room case.

The specific details of the Enforcement Decree of the relevant statutes adopted as a

- Xil —



result of this study are as follows.

First, the institutions and organizations that can request to delete illegal photographs
will be designated and announced by the Korea Communications Commission.

Second, under the Telecommunications Business Act, the criteria for operators subject
to the obligation to prevent the distribution of illegal photographs and take technical
and management measures is set based on total sales, information and communication
services, and the average number of users per day, but limited to SNS services
providing (i) SNS services providing online communities, chat rooms, etc., (ii)
single-person broadcast services conducted by real-time streaming, (iii) portal services
providing search functions, etc.

Third, as a precautionary measure to prevent the distribution of illegal photographs,
we stipulates the following obligations; (i) providing a way to regularly report and
request to delete illegal photographs, (ii) providing a measures to prevent the
transmission of illegal photographs as a result of a user's search, (iii) providing a
measures to filter whether the information posted by the user corresponds to illegal
photographs, (iv) providing a warning messages for distributing illegal photographs.

Fourth, the administrative fine is to be calculated by comprehensively considering the
characteristic of the service provided by the operator, the amount of profits acquired
due to the violation, duration and the number of violation.

Fifth, the Telecommunications Business Act stipulated that the operators obliged to
designate a person in charge of preventing distribution of illegal photographs is to be
the same as the operators ubject to the obligation to prevent the distribution of illegal
photographs under the Telecommunications Business Act.

Finally, the obligation to submit transparency reports was defined in the same way as
the scope of information and communication service providers who are responsible for

designating a person in charge of preventing distribution of illegal photographs .

— xiil —



5. Policy Suggestions for Practical Use

The result of this study was used to stipulate Article 30-5 [Appendix3-2] and Article
30-7 [Appendix3-3] of the enforcement decree of Telecommunications Business Act and
Article 35-2 and Article 69-2 of the enforcement decree of the Information and

Communication Network Act.

6. Expectations

The result of this study is expected to be used as evidence for social ventilation to
the related issues, establishing legal systems and policies to eradicate the digital sex
crimes in Korea, minimize user damage, and create a sound Internet ecosystem. At the
same time, it is expected that the realistic measures to eradicate the digital sex crimes
will be arranged to minimize user damage and social confusion caused by digital sex

crimes.
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