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SUMMARY

1. Title

A research of policy measures for building an infrastructure of credibility on the internet
2. Objective and Importance of Research

As the production and circulation of disinformation is increased, the users' trust has been
lost, and those distortions also have an adverse effect on the operation of democracy. Effective
policies and institutional arrangements should be made to ensure that authentic and reliable

Internet content is distributed, and the research which can be the foundation for such policies

and institutional arrangements is needed.

3. Contents and Scope of the Research

First, in order to prevent the spread and production of disinformation, we reviewed the
processes of arranged measures which have taken by foreign countries to explore applicable
models in Korea. Second, we examined the trends of legal regulations in foreign countries
for preventing disinformation and current state and problems of the bills proposed in Korea.
Third, we suggest Fact Check as a countermeasure for building an infrastructure of trustworthy

internet and some proposals to control the spread of disinformation technically as well.
4. Research Results

1) Worldwide trend of actions on disinformation: focused on EU model

The EU High Level Group of Experts made a report on disinformation in March 2018,
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with a group of senior civilian experts from various EU countries, including journalists,
researchers, fact checkers, and Internet platform company representatives. Based on this

report, a multi—stakeholder forum was created to allow Internet platform companies to establish
their own ‘Code of Practice on Disinformation’.

Internet platform companies and advertising companies that have signed the Code should
make a report annually in the form of public reports that can be reviewed by third parties.
The report should include all details of the actions taken by the Internet platform companies
in relation to the Code and any progress made to improve transparency with regard to
disinformation. As of November 2018, Google and Facebook signed the code.

2) Possibilities and problems of legal regulations against disinformation in Korea

Many new bills are attempting to define the concept of 'fake news', but the rules are
rather ambiguous and not specific to use as punishment regulations.

Internet service providers are already taking the responsibility for online post deletion
and temporary measures by the Information and Communications Network Act. In particular,
temporary measures has received a lot of criticism because 1) it may result in the suppression
of legitimate posting by accepting only one—sided comments from those who claim to be
harmed by online posts and blocking the problematical posts, 2) and it blocks social commentary
on public figures. The problem with these temporary measures will also be revealed when
blocking "fake news".

3) Countermeasures for building an infrastructure of the internet credibility

@D Fact check: In Korea, the SNUFactCheck, which is a collaboration between the Institute
of Communication Research at Seoul National University and the media companies, is being
conducted as a fact—checking model that operates autonomously in the private sector. In
order for the fact check to continue, the resources always available for fact checkers, research
and technology development, the collaboration of Internet platform companies for spreading
the results of the fact check widely, and financial support with maintaining "arms—length
principle”are needed.

@ Technological measures: First, if a specific formal requirement is entered in the article,
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it can be assumed that it is a fact check article, and give qualified article some weighting

so that it can be located on the top of the search result and arrangement in the platform.
Second, it is possible to allows misinformation monitoring technology to automatically select
the facts that need verification. Third, let each Internet platform companies control their

ads with technologies currently they have in place to stop publishing ads for misinformation
contents and guarantee higher returns for high—quality contents. Fourth, using deep learning,
a technology which deals with deep fake, an image/video manipulation that creates a different

image from the original one, should be developed.

5. Policy Suggestions for Practical Use

It 1s difficult to block disinformation by legal regulations. Reaction to disinformation should
be set out from self—regulation and move toward (co) regulation. Online service providers
should be regarded as partners to play a key role in reducing disinformation. In order to
reduce disinformation, invigorating Fact Check, research and development of technological
countermeasures to cope with disinformation, and enhancement of media literacy should
be carried out in parallel. Response to disinformation should be performed by the government
departments in cooperation. Especially the government must abide by the principle of "support,
but not interfere with the contents." It is necessary to establish an independent research

institute that will be able to continue long—term research and monitoring on disinformation.

6. Expectations

1) A long—term roadmap for establishing policies to increase the credibility of the internet

can be prepared.
2) The measures presented that react to disinformation can be implemented immediately.
3) Measures proposed in this report is a horizontal and inclusive model. This comprehensive

effort will strengthen the infrastructure for Internet credibility.
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5) How Teens In The Balkans Are Duping Trump Supporters With Fake News
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Fake news sites
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13le] f-uloje} S AR 2= H(Countering Foreign Propaganda and
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2. E =E| -I x}gﬁlxﬂ EE-II‘ E—IO St (EU)

AR gk EURRI A9 df&-o] BAsSH 72 2015 FE . EUs HAlole] |
£290] F YR F3E h337] Y3l European External Action Service East Stratcom
Task ForceZ A4t} o]0} 20179 6¥ EUY3 e EURAB AL s9PRE oS o
Ag vhdstghe Aolgks Wi, EUR A= oldl tigh AHeS Fat7] ffsf &7k
2 (High—Level Group of Experts: HLEG)S A3t}
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ZH(Tackling online disinformation: a European Approach)’11)& Z%2¢1 thgd oz
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9)
https://ec.europa.eu/info/consultations/public —consultation—fake —news—and—online —disinfor
mation_en

10)
https://ec.europa.eu/digital — single—market/en/news/final —results —eurobarometer—fake —news—
and—online—disinformation

11) #4929 9 A& ‘Communication from the commission to the European parliament,
the council, the European economic and social committee and the committee of the

regions/ Tackling online disinformation: a European Approach't}. ©] H iAo
o]3} Communication ©.& Ed3Ic},
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(EU Code of Practice on Disinformation)
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Items reported by complaint reason
Jan1-Jun 30,2018
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[ 3-3] fIUtARE HM2|AIZ

Reported Reason Lessthan24hrs  Lessthan48hrs  Lessthanoneweek  Longer
Privacy 2794 774 659 446
Violence 3734 60 110 60
Sexual Content 7042 62 180 54
Harmful or Dangerous Acts 2496 58 152 59
Hate Speech or Political Extremism 23956 285 47 116
Defamation or Insults 11046 112 176 94
Terrorist or Unconstitutional Content 3131 52 112 30

MEQIABES] wet An A5 % AAY A%, A0 AQAER 2FaE

oS3 2oH([2E 3-4] #FX).15)
[O3 3-4] UEQIAIHH wE AIHAE =X
Reports resulted in action

Platform Total items reported Removal rate

(removal rate) within 24h
Facebook 1,704 362 (21.2 percent) 76.4 percent (of reports)
YouTube 241,827 58,297 (27.1 percent) 93.0 percent (54.199)
Google+ 2,769 1,277 (46.1 percent) 93.8 percent (1.198)
Twitter 264,818 28,645 (10.8 percent) 97.9 percent (28.044)

15) =X} https://www.hiig.de/en/removals-of-online-hate-speech-numbers/
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A CHECKLIST
BEFORE YOU APPLY

Is your organization or team dedicated solely to
checking the discourse of politicians or detecting
viral hoaxes in social platforms?

Has your organization made public its incorporation

documents?

Has your organization been verifying content and/or
fact-checking political claims at a minimum rate of
one per week during the last three months?
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"Tlegal refugees get $3.874/mo. Under the Federal Assistance Program. -
Our SS checks are approximately $1,200/mo.” %

— Viral image on Monday, October 29th, 2018 in a Facebook post

Facebook meme misleads about refugee
benefits, Social Security checks

By Miriam Valverde on Wednesday, November 21st, 2018 at 10:00 a.m.

False information is spreading on Facebook via a meme that supposedly compares
monthly benefits for refugees with Social Security. The meme is a version of a false
claim that’s circulated in Canada for years.

"Tllegal refugees get $3,874/mo. Under the Federal Assistance Program. Our S8
checks are approximately $1,200/mo.," said a meme posted on Facebook on Oct. 29
and so far shared more than 80,000 times.

This post was flagged as part of Facebook’s efforts to combat false news and
misinformation on its News Feed. (Read more about our partnership with

Facebook.)
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Says Wisconsin "hadn’t been won by a Republican since Dwight D.
Eisenhower, in 1952. And I won Wisconsin. ... Ronald Reagan. remember,
Wisconsin was the state that Ronald Reagan did not win.”

— Donald Trump on Thursday, June 28th, 2018 in a public forum
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LEVEL: Gorporate or site-wide

-
NEEDS: Reputable journalist,
unafraid of power, expert, with social
currency

)
NEEDS: Accurate, original, clear

verification, data in context,
historical context, access to
information to inform/balance other
media

-—
“Independent of business,

= =

“Demographically diverse sources™
-

“Reputable journalist, expertise,

unafraid of power”

_—
Outbound links

The ability to find stories in the future

guidelines b) Company ownership c)
Funding sources

at start of every article

-_—
Diverskty polioy/Link to diversity
policy, including on sourcing (voices)

_ = —_—
Disclosure of conflicts-of-interest

=
Author bio linked to byline with
details of expertise, history, political
affiiation, potential conflicts-of-
interest

trust profile to define algorithm 2)
Surfaces content that likely to
‘appeal 3) Surtaces opposing views

—_—a
GPS location app that shows
relevant local stories and friends

e
Tool for user curation: Allow users to
more easily share news and curate

Social fact-checking tool

—_—a
Personalized emall to push stories to
user based on algorithms, machine
learning

LEGEND (Level of Application, User || User Needs (based on ). Proposed Proposed Tools/Features Existing (E) Tools/Apps
Needs) HOVER OVER COLOR BAR or workshops). HOVER OVER coton (developed in Trust Project

CLICK ON BOX FOR DEFINITIONS BAR or CLICK ON BOX FOR workshops on user needs) —
CODES FOR PROPOSED DEFINITIONS M
INDICATORS e e o = @1

*Objective, unbiased, no agenda, -— . User trust rating incorporated into
-— discloses conflict of interest” Easlly accessible: a) Editorial browser extension: 1) User builds a

Plagiarism Checker

LEVEL: Individual piece (article, government pressures” c— x 4) Fiters by demographic and
;"“’:" a“"‘:"’g' bt site-wids mtudsperson) location information to provide GopyLeaks
implementation g
P “Reputable outlet” — c— different perspectives = @1
EODES FOR USER NEEDS e — Cortections policy and practices e —
Gonsistent, relizble -— - ool olceraty ﬂav:'[swgesmrcss Nomag
on topic of interest (see SmartNews,
NEEDS: Site standards and policies - Mission S:'S’“”' (Hold power N w;: = 1
p— accountable)
deciaring commitment to “Admit when wrong, make )
independence, diversity, comections, corrsctions —— —_——
etc Ethics policy/Link to a code of ethics Provide new source/topic each day Emaigentiifo

= 92

Searchmetrics

= a1

methodology, reported onsite Distinguish between news, analysis, comments, comment herself; st
apinion _— package her posts; create news o1
—_— Links for users to suggest diverse summaries
NEEDS: Rigor, completeness, — sources (voices) o
supporting data, fact-checking, Transparency B GPS Location App: Banjo GPS

Location App: Geofeedia GPS
Location App: iWitness
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31) https://trello.com/b/YbHYmodO/trust —project —indicators
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1. ofH SIFEE HEXN IS ATt

7190} e] A 230 wrEw, HEAN A= H] 33 (non—fictional) BI12-Eo| EgtE
AHEA Rege] A, ASAS IRlste AR, 92E A4 F ulE gl 83t o]
ol#A AH(ante hoc, AHH2 HEA ), W3t 5L HIE o] F(post hoc, AHFZ HE A=)
o] i}, AL F HEAZY EHL HAEd TdH QFE S A Y3 ¢
2ES HIE, B3R sAY, o7 E ST F 9l AF HAES B3ks A d=
o o, A3 HEA T EHLe HrEd EgE AME W&o QRE FHAFoR
W EIRES] m2ke} tiFo] AMLS QafishA] R gl AAER st Alolth A
de|Fo A EE HHele SHAN dA AFSA HEA A i BAlo] A&HHL
sojuar glew, A& HEA A= i A2 HEA Y FHstu ik ARH

%y
EAAE T oF77F 212 B I 49 2iiae At dFeERH A3
A

St A7) ol2x Qith. HEAAE &5 AFE AFd o3 FAEHe Fert Bk Bol
wlof 208 W2, A9 egos EXsE RE HEES HAEIrhE AL AR 2]
safeh ol wel, HEA T HE RS AFshe A B 71, AR89 BAH AR
A o)ZAe= ‘o)A AI3Z(Opinion Journalism)'¢] @AFS Holu ot vlgo] A7)
=i vk “HE AHE AR} FAe gk AP E =9 JHolgt= on|oA e 9
A9 Fztel &t = F(Graves, 2016)°] disA o]t} ¢ o] WAS HFdF=A 9 o

AES AFSEAN B A, ABH A9l gokd JEAIE T 2AS %S 5

34) https://en.wikipedia.org/wiki/Fact_checking
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Atgre] old HlAERA 7} AFe] Yo% HEES AFo R AAEA s Aol A
A AN A EolA] YES o Bo} M o7t HE ARIES A502 EE3E
Eg](Event Registry)'s5)9} 24 w]t]o] AollA 3147

7
SFES AZFo B TE3te ‘A4 AlX(social sensor)’3s) TEAE So] thEZ Q] A

1> B
;0
rr

= oJHE g

[O2! 4-11] O|HIE HX|AEE| AlsHs}

eventregistry

dojges o

Riot poice clash with Pars protesters X |
, France

Oretmen, kazada yasami yitirdi
T Ty

Fallout 76 players given lifetime ban for homophobic attacks

Editorial Comment: Matianthe commission a missed opportunity - The Standard
b

* of the Virgin Mary ‘weeps tears of blood in Argentina
an L, Kenucky Uit Sutes

Lioyd | Chris Smith

mmmmmmmmm

| Chris Smith

. dia negociacié
o i s .
‘ o Qg 8
ma, waay i o 31555 253551 ey
£ A

A oWE YAAEHE [ 4-111¢8F 2o] AAtez A AAY 72 74 3
3 AA) ol Hx AHAS 23 9ot 2249 vgo] 2UE Y (Global media
monitoring) & %3] 107] o] ©]42] 104t 7 o) A&ALY] T8 AAte gz S

r{r

TEES o2 Aol AYE B3l 99, A%, 7|1, @A, AFE T4
H3it}, 91ojzk ®4(Cross—lingual analytics)S B3 dojol dagle] #HwE 71AL
55 A 99E 245k 7AFEA AFEH T A A (event) S A @Al A Al
AelA oA Qle Fask Aol F311A] Zeth olyst AL B3 w2 7]Ab

35) http://eventregistry.org/

36) http://www.socialsensor.eu/
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S SRR tgat] fal wE ABA
(Crosschseck)'E +93 HlGe] GATh HAE = Es 2EiQloA oju gl W&ol
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39) https://spike.newswhip.com/#/home
40) http://www.crowdtangle.com/

41) https://www.trendsmap.com/

42) https://gwu—libraries.github.io/sfm—ui/
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Heo] =E(Monday Note)9] HZAQ Z|d2] B2 (Frederic Filloux)© Z~HEE= tjg}

A ‘F FF =4 ZZAE(The News Quality Scoring Project) & F3§star .
o] ZZAEE ofF 7HE3A Ado] 7hsdith Euh A= &2 7l By 17t 1
F49 Pt BEEE 3= Aolg 72 2 34 T2AEE 72 A FE4E& 1~

5?(4 o= _1217]—3]] =
o A7} BAE Fug £ F4 & 7P Y 12 BAS UES e ASFE T
st Jok(Filloux, 2017.8.7).
e o] S ol 7 HFER ks Fus T ZIAl AlAshks Aot
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e FA9 TNl BAE A7 B HuE Bolw, e FAY S}
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AR FAL 2Y3) 99 AT 5 UL VP 905 BEf o e FAE A
1 glom, Sge] AT F2 ALE b FR8 Fusa RaAde AV U

(Filloux, 2017.8.7.).

ol fdll & FE S ZEAEE 7|4 5ol AHEE 7IALF ABS S8 oldAkE
NA o FEe Bt
< 7F H7t HolHE AgheE A4 Ao R RoY|E AR 1w
‘Deepnews.ai’2 AP, o] &AEolA 7|AHE HI/IBIEE 3laL o] Hof g4
ol ME FASATE Ex) o] Y3l ‘Article evaluation'43)ZFe #H o] A2 AT
o olF, oY F&, HlEWENeZ AX A F HrtE APT 5 Sk

=5 67

B2 A% e Aoz 7HA) 5ol o) AEEs Ft.

i
Y
Fo
Y
32
o

S48 dolHy $E2 A4 379 A7y

)
m
lo

HE

A2 AN =

43) https://evaluate.deepnews.ai/



1) 714 F3(Story type). o] 8AES 7S 9 F & o WwE 53 sy /¥
Aol gt 2) A, 2 7Y ol thEE MY ARE AdEE dedA

Hryet} 3) d¥AT T84 (Balance & Fairness). 71AF THFE HedlA a3k oo
& RS whdsta leAE SA% 4) 71AF 9 (Lifespan). s 71Ake] 742]7F vt

U 28 A& AJAE vy F A3ty 5) A (Relevance). F 71A7F B9 ¢

oA driv FoAE Hrkeith 6) €4 A4 (Global Score). &W], 3, #494 5 &
€ 7N E wrgste T A4E Hrbsth 1-4371A 2 1-e] 7P Wi 470] 7HE &
o ATEE o8 Tl FHo] 2 T AToE Fohlia o5 Fast AFAZ Al
golt}.

r‘e{:‘
=
-1
ll
rlo
o
ofo
R
N
>
2
o
2
rg
ol
f
i
il

(28 4-15] EF25 ofojojole] HAHALS

PROJECT FAQ ENGAGE PARTNERS NEWS CONTALT

—— OURPARTNERS ——

From funding to technical assistance, we are grateful to them:

DIGITAL =] KNIGHT
JSK Google @), FOUNDATION

lohn S. Knight Fellowships Google European Innovation Fund Knight Foundation

Stanford | ENGINEERING feedi
Computer Science y
Hynapse SAS France Stanford University Feedly
DIFFBOT 4%:. 1 : { FJI REYNOLDS JournALISM INsTITUTE
Diffbot The Guardian University of Missourl
The . ¢ o
I Lo Juei mather
Project The Credibility Coalition »:
The Trust Project The Credibility Coalition Mather Economics

44) https://support.google.com/ads/answer/2662856°hl=en—AU
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(2% 4-15114 B vke} o] & 3
oloel's] FEASE AR, WG AW, FAE, O 5 ik FaF Gl

& ANE It B4 U B3 Gt & /NS MR & 9 Aolth Aol
]_

F4 257 Z2AEY wH o2 ‘Yt o
3 !

o FA2EAE ¥ & Fnast A9 A4 2o o g 594L MG F Aol
o o184 9RINE H £ FU2E o A% 1w 9 Aol

<
FAE Aso2 SAAY AR ARE AR Addte AL TeHor
dojgte AW x

£ B3 A, nEAAT mE AT FA 34 52 T 2 B4 gad A5 wge
Fe¥ Aoz Bt ol YadE F
wo] g2o] Basith,

R
atd
N
jins
e
rﬂ
O
-
°
=
1o
)
re
rhu
>~
ol
of
r
e
N
r

A5E & AA =AM Fool2

1. gujo|32H FeITf?

duo)as 28 QAF A5 (artificial intelligence, Al) 71«9 thEAE & 7|4 85

45) https://help.twitter.com/en/safety —and —security/reporting—twitter—ads
46) https://www.facebook.com/help/562973647153813?helpref=about_content

- 101 -



(machine learning) 71"l Hel'dS AHE3IA Y& oAy FF7F Al & oln|AE
% (superimpose) 3tAY A% (combine)d|A dE2H}= G o|H| A& vh50] F= o|uA|/
597 ZZ(manipulation) 7]&elthar) Gelo]ag T A7} Hed(Deep learning) 2}
‘#lo] A(fake) Be &ol9] FAojoltt.

olgAoRE Hilolart FHMAY AR & Ue oIWAY FFHIF BH FHelw
ZokE 2] el AW #A) Yol F2 A9 Ed B 9FS FAstE Waloz
Aol S A7) shedE F2 AMEDL Jelola Ve TS AZEYoRs
# o] =194 (FakeApp)48), o] (faceswap)49), Tl# o)A (dfaker)s0) o] AT}

duo)ay A% B FA FZ(extractopn)—35 (learning) — 8 & (mergeing) &) Al ©A|

A A FE2L TIASES 2 A7) A8 ZIAE e A
8] el Gt AY] dEs B viAI7] 8h7] AAsf Z1AI7F Ask Bo €2
Zoltt. Galo]= ofZeA o) el 5890 d= At
o d=F BBS 7+ (detecting)dF Fof] o] HEut Fe}
WA Zehd FREY w3, fY A7 MR Bes APtk AM, ARIOA dEs
o1 AHst= VT AEE oln] FFo dMEZE-9(TensorFlow)y OpenCVzo] F7H
=

H gholBefey APL, 2z Eg ol v & FHE a, JY=E vff w2 A=

A7) 7IASE L BEe T Seetes AFHE ZRIAUTOEA IR
AAG z2agRE & eV QIS
1959)F AdA7E ddo] =2 g3l
A8 AUe TYs 7Y HFEAA FE s LI AS0]
2018).

48) https://www fakeapp.org/ & F3 w2 = oY, A= AlolE HHHE

49) https://github.com/deepfakes/faceswap

50) https://github.com/dfaker/df
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oA Ful~pge] dF ol AE &4 Bobd & 7] wiEelth agal uiE o] A
Hoo]a=z Qg Al FAl 24 ¢ FHfelEE e

il
H
A

NE sk Fhsh 9 BF FF, WEF, THER 5 F4T BEHD 145 s

Z Aefle Bgs FYs ‘000 Az 22 2] 7t d2Esh= do] 44

G e, gslolas] Salol
o 2 o|AE WEoP|IL w2 Bel

B
542 W% AY 92 o|UAE WEld & Utk IWHOE ol et A

ANNZ QIZF HAZ(AH2) 9 FHA Y, RS FFS 2 o] A9XE wex
o2 HENZA(Y)Y Fu=Z A43 34 Edo|tt, Hed2 o8 ANNS AS 722
T/l shgoll ol&3t. S wlolHF ¥ s AH S (Input layer)st 1 A2] 237}
<93 (Output layer) Alololl 3l o] 54X ANNY Z(Hidden layer)S F
=, 449 #4710 FoA Esfor & RAVE EEo] H2E F o] AFHE0] E tE
oM FAA HFAQ Ayt =2 o] RN SFe ¥ U2 ARE s
g oo 29AE T 53T AE 1Y dZS AssAY ksl E B eR o
TH A5 0] 22 HE S, 2018).
ANNOA Bhs5o] o] A LS st AR FA = "LELIAH (Autoencoder) T &
FHe dAvs dadE o|FHA e, diave JESTH At 3 SR
O =E=(&9A) FE2 297k Aola, "abe YIS/ ol TSRO Aty ==
2

& Sehe Aoltk ol F4E ANNS 830l elalor & Aut 9 3

2

L

i)

ANNE ghe] FoA Sole HuE thy 502 W2 W Solg Ans Iz ¥ 47
UL ARE oA WYY bl Qrk 294 47} gk} SR A7) HEeln. awn
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FH7F ANN9 S5 Bl A& dEswA o] Aol vidn. ojd 12 HAo] A%
HH ANNG SAFe A5 9489 AR FolM 8% A, 7P 2 54T 94 doh
HEE o] o] Ho|HolA ko]=2E AAstA, T3 SHAET He WRlolth o|FA E&
71¢ 83 FRE ‘Wol2 WE(base vector)'BFaL 3L, ©

9] 73R F7HE ‘FolHE 2w o] A(latent space) @k st} [1¥ 4-16] =4

Y
o
2
o
rr
Z
& =
Iz

Y =&7} goJHE 2w o]~} Hi}

(02 4-16] ol=8AIAY D} QEQITHS T

Input Layer Encoder Decoder Output Layer

g
e
3 L

o

L
ST

o,

"
e

W
™,

Z2]: https://www.alanzucconi.com

%) A} Bol T 47e] o] 9, o B AFS M uRuA T BF, Gslol
2 16e WA AY 92 AN A9 Q2L ATASE S, B 22 A6l Bel

& ATANE S5 FUF ARHE A8 22 B AR@ od A 7
ANNS] HolRlE Zslo] 2ol Ash B 92 54o] 47 iz A4eth 121 A%
AIEE A§R7) o], A4E 57
Qo] &2 AT, B AF oA

i
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oF T Aol UHUIE AR viHEeh a0W A9 Ut B Q2NN A4F
Ho= A9 4ZE ATFYSH:, BY HnlE AY 54& WIS BY 2L ATE
ek ol2A S4 Ast B QES AR WA/ & 5 WA S Aot agw o] g

Fol vlg- Z oS A A FoBE T AR dF 5Fo] A= uiHdte A
S mjeksl= Ao] Al Brss A @

Jll‘ﬂ

(O3 4-17] Hulo|39] k& & F AlRe| ¥d=22 HHte oty

] Reconstructed
Original Face A Encoder Decoder A Face & From B

Latent Facae A

>

oL e
r 1 1

Latent Face B e |

Original Face B Encoder Decoder B Reconstructed
Face B From A
Z3]: https://www.alanzucconi.com
o]FA o] AFHH viXFHo g AFSHH dFS YE o|v|Rd B AR

golz & gtk 9e) F @Ak 99 o APl EAROE AT A gt
th B9 7 Zegrith A4E Q7 BEol A ABA 7Y 2L HH

4 AR e FEAS AAe Hgol SHHOR ORI &, Za¢) 1+e] Al
Fola FFRANM vl Lol 25Y B7= AAYH HolAY A= @/l v

B o ik R VleAe2 &5 gelola Tlee] ¥ 2xshy] fsid e o] @Al o

@A77} o AsgEelel doka A% Frks)
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2. ME222 5| E RE22AM9| HHlo|=2

N Gslol 7% HAPRE VT & YE ETEA THF 5L M
A, oAt G ZAFE e FANE JAAL A3t AE B9 5Fo]
I B 9AE BE] e o] ZFsom, bR ARIAE Bl

Aol 5o A& FIGEA, L= FAHE oAU sk WAL ouAE 27

3l Aol vl AR AAGE TeHKodak), FA (Fuji) 9 2 tha BE AzAEo]
ofd] BE ALL A s £9L E o $olshAl 8 T ‘@8 oA (retouching

machine)'o2t= 71AIE /sl ZF AR AF FFEEI= ok 1ea & IE o
S FA5A gdugis Q3E ARE 28 B9 AL oA 98 Qe TESE
F(photomontage) 7IHE &3t 7o)t TAE o|u|A] Aldlof] SojA= o|u]|A] 27}
o] 34 HAH e, ZE o|ujA| FZo] ojxH| 9] ‘EEAF(Photoshop) &2 thE ==,
olpA] 24 AXZEgJo& T AA0 $3F 24T JFeth A 5] 19943%
g3t ‘FH2E Hx(Forest Gump)'oll= F¢1go] J. F. Ay A vl= djgHelv &
dd 5 FA oju] A A @ A fEd whis el AdEH, ol et
HA A71gE Bgo 1159 oHAE 3 A Fo 2 Hirty Thsold 100% 44
o] AEolgt}h. & 20164 93 ‘2 Y:2el¢)3 ~E7](Rogue One: A Star Wars
Story)’elAe 9 CG AdS B3l oS I FAH A M 23S Yol ¥

A 2 309 d g JdE HAdgre P

AR Hulo]ae o] BA ofuA], I ZFel AMEE V|ETe Aol tath
Aol EHe AL gl 222 HA Y AAES ST F SlE Vgl 488
R A 71Eol7] wEoltt o] oke] Huola T o)A o] 2L Pt Al
2t Eo] = Fgoldth. 93t R Oy Dy £9lE G &Y # 2L ¥
TF7F A AHEE AR o] WEolth E H& 7] ofn|A] & v|&olgtH, 1 AA| 7}
ARle] He A Hid IS E9oF §5F F e dEd 7P ¥ (technique) o]

th EEAFO] 579 ‘@olo](layer) E78 Fo olvA 289 AR

(o
2

o
=
ot
o
R

51) Alan Zucconi (2018. 3. 14) “An Introduction to DeepFakes”
https://www.alanzucconi.com/2018/03/14/introduction—to—deepfakes/
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Yol der ¥

4 o9 o}

o] APAolAEE o] ot ZAXY 1 olHe] wls) a=The AY W,

F Qe AR dnelg onAE wEo ¥ & b TEAF A8R

raw

i

£ @A 9ok AR @ulolae 4F Agold HILE, ARl 5942 BobA 7
of Yom Ao thriel Ag Yold, IAE Wa2n EAHew o £ 94 ALA

sYddle oA Far, ZAZE Fobx iy A EE S THEY FE Btk A
07k Helolae fxFH A S TR st ok 179 2% @
e e S 4 s FAske FR~F A oWAE Yol Ao & I
glal Aol agja Hullo|aE ARSt] flal avke] AnzE 283 A% ol
T2 ’HMEES 22 JPEE golBY gy APIE ARSSH] Wil 44 FF ol
ag7tERE AEpsta vhd 78 PCAM® S8 Hullo|a 974 AT =t ol
7¥s3tet.

7)o da dAle Al dFovt AEF A A Y2 delo)ay A8 W
A7F 54 ool FdHA Bethe A Fasith g5 tolEut FEskaL, oA A
5788 o’ (object)& olmIAolA ZAE] & 45t ok, Fejrt fAke AE7EE S
< T3l drteA v A 717} 7hsst
Z, "ol 121491 A& the] Al 7HAE HEEth AR, Hulolae o2
e = gls v vng A & ouAe] tE oWAE AToR T EA
SRR E e ¥ F 3tk =4, JASEH Ao s ST Ay 7lE glol
T Fgu A §919 Hlela @S T
FHojgE o] A 22| G5 Y o|m| Aol A

ol HuolZo] 1241 o= Halo|=7} mitjolE il fEHE AR Fo}
2 AuiAdE 4 vl gleg gtk vvort Asste 28 A vE Ad
representation) == ‘TAY o2k Jldo|th. Al (reality) 3 oj® AHo] Fo S
g 232 YA adE2 =dthdH (present), w8l UA B2 AL HYAE 53 Al
#(re—present) H o 2M Fotol] =ejd & ok F, Q17te] AokE Hlojue AlAl o
Al B WAA] a1 Aotz Qe AL mYoE T3 AdE Zlo] AAY RS A
o aE FsfFa dvke 25 gitel 7k Aolth o)d AF MNdS 53] & wdst

© Aol vk Ao, B9l Auleh W o %, ARlol E94e $4Y 5 gl

HU
O>

e

fo
i

—

il
oft nl
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9] FAHA AEZHo|a, AYHo|x, Ak gt AFA] Jde FEARE 7]Ed)
$Fth(Bear, 2010).
AT gAE 7Eo] HAAA ol Jide 9715 2A Hoh o= Az, ofF]

Ao et A ARdolgt —MAAEE ojAle YAE ou|AY FF/dd] YElhd A AR
WA B Aot & 1¥%E, BRA (verisimilitude) S SA LA 7PFAA A, ARlo] ol

Aol SIAAFEI} AHLA S FAsH He Aol

"ol old 71&9 7 HAwelth Hullolae 9 o|nA, TFES WHE F
A= Erk ofye}, vtjolE Fofl ALHe o] dAlgke FEAR AY F Uve U4
< AdojEth 2ga BE mdolrt 2% hsdithe 14 myoe] IAA, AFEA
ek AdE stAIZInh gelola Ve TREoAE S9lY 94 AAE EAAR, od
29 Fite] A H o ZE B AP FAY 5 AUk old Huo|art Zte 9
HExe S4E& g8t tadt 2ok AA, Helo|Z(E A )M rtiold
A AdE ARl (mediated reality)7} @49 AAe} FEH o2 fEdt). =4, Hool=a
o] Fpto g Qs wtolrt ‘AAE nigtRE Folge ARFIHQ Q14 AATE &

59 5 9t

S

3. SIIHEZAQ EHulo|3 At

o] Hulo|aE Tl B2 5199 FI8ol A, FEHI e vl=e] 21 viA
W29 = (Buzzfeed)= A 448, 94 7 ARIERD FREA g 719 T974S ==

ok W el A s diEgde] =EE EYE A vx gie gl SAAHE W
= WEoliths2) 94 &9 vt d dieR 2 ddd dEgle 422 9 'E
HI dE8 e % # A (dipshit) YUt ka2

A P A deB el Alol7t A & AHdllA E7hE o] LS B AHEE
< S AR, ole Wz =7} gelolae] Aol tial Aarstr] sl
Z% F(Jordan Peele)# 37 Hoola=Z wHEo] W 7 Ttk H2I= Zo] ¥

52) BuzzFeedVideo (2018. 4. 17) “You Won't Believe What Obama Says In This Video!”
https://www.youtube.com/watch?v=cQ54GDm1eL0
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3 ol wh2d, ol ulel A UEHe) el W PEe) Yuk helE Yol 7

o2 A% ART P FAL U FAAW, Wool2 SW A4S WBIFS T

Lo

£ Gge AFSIA RG-S Foh A o] Polola gge U 2okslA 34 o
$E UTY 47 ok 5 ek 4 o WP 5 R, PEYE A

i,

stk ahAR o] Zokgro] omE AHolghe ZlolA Haol2Y A8 WAE Al
Z zejdnh A&t waw o] gL 70073 EYE tiFE e AEF

2 12 16417 Bhrs Taf AR o, A 55 AgEC] G WEE F A=E
dRy AR Qs YT gelar Slnh ARSE AHIE dukdlo] AnjelA 50
9l olst] 7& £ lE GTX 1060 27t 146 Baairt, 2od Haola gl
Uwl o] Axe) Adn Azhre g whEo] i Slthd rtvh Astal ARk A&
FHsl "Hollola 71es ooHog ARgstE A & Ao AF8S Al B o
ha=

=]

o

53) Craig Silverman (2018. 4. 18) “How To Spot A Deepfake Like The Barack Obama -

Jordan Peele Video
https://www.buzzfeed.com/craigsilverman/obama—jordan—peele—deepfake —video—debunk—buzzfeed
54) https://www.youtube.com/watch?time_continue=8&v=dV2q3ncXuRM
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[O8 4-18] EH= US| L=0| el gej2| SeIEo| e IH

Inside Convention Hall

Philadelphia

1117 PMET

Z3]: Youtube

of® Aol 37 ghe B Ao

pud

o
fu
r

HEE A o] ol RHo] ol &

gk Aet sjeid, Folste Ao #EE MolE(FanArt) oA HEo|aE &&3}
= AHIE I F-5 B9 “Twice and Red Velvet in Gang Fight - deepfake’ss)7} B}=
old AtgRlEl, ol 2011l 7HEE D3t MY oM AL HY, AFA 1007 0]

F IHE Uro] BAES Hole AW HiolaE 4% Aotk AR 5w
v A s A dEo] SMAHEIRJIHME A% 59 glody dnEe da JYP
AHERJINE &% OF Edtolx WIHEY IS5 77 AW F 280 =W 22
F 971 1, 2915 A dEve A #e dFY dey el TV Soxes 241
AU Hed RE5S Bole AaF WSl F dE UHo] AFESH MEAA &5

Qe AHe APAEIA AR ATE Fh o] Gl ALA FRubol2

tlo

(HallyuBytes)'s6)= H¥o|2E 7 ME9 22 P22 7H5F38taL o|9f AR Fd<

A% AR, FHIE FA TPL BEo] Yolol2 G AR £go] He 3

55) https:/www.youtube.com/watch?v=xn39Iw92zjo
56) https://hallyubytes.com/hbforums/?hbcategory =deepfakes
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u
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kl
%0,
o

(O3 4-19] EHo|3 =2 MZEs EEsl= ERIE AZS

e
e g ] e XjelpRyms -
- e 8 ool mEauIE)
FeEy RiolsRaR

BolWEx|sS & i o e B B AT

19 S

meRe
B R Lol

0] AiZe| Esi2 vI22jaLct

Kt i AR
=

Z3]: The Fact

iR A7 Hefolart 71 ASAHo 2 SB8FHy e Bole ¥l X2k
A Z o}, ojm] Ad|ole] AFo] FAH Huo|lm TELEWS AAshs Ty
APIEZE o4 7l T8 dhFolH, vl=e] x2x A& 7|4 Naughty America= 2018

R
H

[o

d 89 Qo)A olgs) no] Pk olnAE FEx i FINAFE AH~s
ZA3chsn FAA A1E AOAS] A Ado] o]

. AEj$e] rEd) Ao 92e WRE) Y WelolaTe dAY SNSS F
Hoz FEEE HAY. o YL B8 @Al AL gl FEolPE AT @
Aol gal A g FoiAsil A e Aol TR A F AdES
o [28 4-1914% A% Adse) ENE AR AL,
HAGA Be ol8S AT EF ANS HYFY T2iwd] o A UL A

o) d=o FAAFATH Fhell UM 3ok

_WL

L EHAHA 3

\_.1__——

k"‘z

OBl ‘Sl BAE B AAYR FI h5Ael Eobel wet ol s
P $19% A9aHA dehta 9o
VT P AT, L FES 9P glE PARFATAGT(DARPA)E] v]T)

o] Z#:2(Media Forensics: MediFor)'Z2 a8 o] i dolt}, of7]dAE oy o]m A}

57) Custom Deepfakes (2018. 8. 19). https://www.naughtyamerica.com/custom—deepfakes

- 111 -



F9o] dulolast o] AIE o83 FAHAY HIHA=A Y ARE FAE £ 3l
= 7&S st itk MIT Hasz A g3 nzdss), B% o] T2 a2 o]u]X

FRYEA 5 ABAA UL TN 7PEE AFH] S8 wEolH ot 201849 shur

o] =z o] M= AFE HlA(computer vision) EoF FE7}Q wjF Fd)
(Matthew Turek) BRARRIE], = MIT BlZE2 2] 21949 e A “ow| A ¢} 5374
o IRV HFEHASS ¢ F e VRS ASESS TAYE L Tk Fe uabt
o] Az Eo] ofd A FA AR B Ae Fuou, FANNE B4 = gk,
g 23, & A2 Folgta B gtk olv W= &
York at Albany) AFE &8I} 2% Algo] F(Siwei Lyu) e A2 & 29dS 3
HBeolaz AHE S 38T 5 doka ¥ vk Akl Chang & Lyu, 2018). F 1
dzo] vl =2 w5 A9 Zue]A] gom, kit

S t(State University of New

ol m=H gio|as F

gsta vk shARE DARPAS] 7lee & Aud 9 o i 54<

Itk = Aoy AAxe Hel +4Y 5

g Aol 29 ofu|x] Z|uk gaf|o]a 7]go] BEy] o AlAH §Ao)7] Wielth
FHAF(EV)o] 2016 195E EUS g4l =232l seto]& 2020(Horizon 2020)59)

o Ao AUt e AHE(IVID)en) = FAFEE HHe) Z2agoz B 4 gich

N
S~
rE
o
2
z
it
o
12
ol
rir
>,\I
o
HU
L

58) MIT Technology review (2018. 8. 7) “The Defense Department has produced the first
tools for catching deepfakes”

https://www.technologyreview.com/s/611726/the —defense —department —has—produced—the —first—t
ools—for—catching—deepfakes/

59) 2008 F&97] oI FLHE F7HA sx, FA A
& a7 BT F Y=F R&D ¥ f:aw% ekst
9 EU dd 2] A7 A ==

60) https://www.invid—project.eu

28 egst, A A3 %
1 A4S ) 9 7
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4hH0R Qulola P4 APHE A okl SNS 52 Tl EWA #F
£ S99 A9 ARE A5 4T F e 7148 3AF st 1)
oh IVIDE B8l AN4E E7E ST AL, T2k ololaA, 9 ARAY, ARAL Fol
%

PIe TIH 24 vito] Zalze] NS WET FAAL, AMGel e H

AHE AZAE ZA7F j2E §Fds 7= R AU F Uk

tre 7lE, =7F o] ZRAES Tl /fEEd=t, "Heolast 7P duAe] =2
& ‘InVID Verification Application’©]t}. o] =3 J#HH TIA o] A & 5
o AREE o] I=AE Al Fa, Gl AdE 2uE AAFeEA FELY

S AZPAE Fols) ok w3 Adnte] 7)Hke] WE B (contextual analysis)

S AAE Y 9 BEE T AEE A F B ohel, e deE e
ZE 7Rk 9 TS A, ZHd A Gl Solakdte] deAE S
T A & Fok

InVID Z2AE+= t49] FA7} AAS AL 9 e 2 AdE 1 =, 28>
Agx AT 7)% AE (Centre for Research and Technology Hellas: CERTH)9 AE 7)<
AFATD, $2Edole] Wl 2% )& (MODUL University Vienna) 4224 H|4g 7)<
21 719 Modul Technology, =31 4ot} t&(Universitat de Lleida), Z#2 R /=77]
%z R 719 A4 v W(Exo Makina), L2Egol ) ZYEH 719 WebLyzard
Technology, & w|t]o}/TV 71&/0e 7]14 Condat AG, $2~Ego} EAAF APAY IT &
24 FFAH) APA-IT Informations Technologie, =32~ EAA} AFP, Q9] A 4HEA}

E9e] 22 (Deutsche Welle)o] & 97) 71#/7]190] Fodsta glch

&9, Helola S AAskE Zlede B9 glo]l A seks atg, ofel H)
olz e AAY #d =9E FAs= AFHUEE A dE 5o ESHS
Tax 94 AFUES E£9(Pornhub) 2018 29 g S| Hullol=2 JAL A
A A5 Hro] 1A glo] At 944 dEHY SF5s SAAMNZE F Utk ¥l
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