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SUMMARY

1. Title

A Study on Measuring the Levels of Perception on Privacy
(Protection of Personal Information) by Internet Users and Service

Providers

2. Objective and Importance of the Research

It is necessary to understand the perception on protection of personal information by
internet users and service providers in order to make a relevant policy and develop
effective education/public relations programs. This paper aims to suggest an analysis
frame for understanding the perception on internet privacy and to create an
instrument to measure it in the specific levels. The measuring instrument developed in
this paper is expected to be an important standard in planning and evaluating the

policies on the protection of personal information in internet.

3. Contents and Scope of the Research

The contents of this paper consist of four sections. The first section deals with the
theoretical discussion on the protection of personal information in internet; the concept
of personal information, legal logic, law and system, collection and use of personal
information, the state of damage and protection, the measuring model for the

perception on protection of personal information. In the second section the conceptual



frame for measuring the perception on protection of personal information is suggested.
The measuring scales are developed in the third section. The scales include perception
and knowledge on protection of personal information, the present state of the practice
and other matters. Finally the utilization and the validity of the scales are verified by
surveying internet users and service providers on the internet. The political implications

are proposed based on these results.

4. Research Results

The main result of this study is the scales to measure the perception levels of
internet users and service providers. The scales for internet users are composed of the
user information, the internet using pattern and the perception on internet, the
perception on the protection of personal information and the practice of the protection.
The user information includes the demographic factors, such as sex, age and education.
The internet using pattern and the perception on internet are composed of the time in
using internet, internet activity, internet literacy, using pattern of SNS and smart
media, the perception on internet space, and the practice and the perception on the
user agreement and privacy policy. The scales for the perception on the protection of
personal information are developed to measure the perceptions on the importance of
privacy protection, on the process of dealing with personal information, the rights of
the subjects of information and the protection of personal information in SNS. Finally
the scales for measuring the practice of the protection are suggested as follows:
providing personal information, practicing a means for internet privacy, damage cases
and redress mechanism.

The scales for internet service provider are developed based on similar measures for
internet users. The data comparison of two groups can be analyzed because the scales

for measuring the overall awareness on the protection of personal information for

_Xi_



internet service providers are the same with those for the users. The scales include
website and respondent information, internet awareness, overall awareness and privacy
practice. The website and the respondent information are measured by the questions
on the type and size of the website and the position and department of the
respondent. The baseline data to analyze the results of the survey can be generated
by these questions. Internet-awareness scales are developed to analyze the relationship
between the perceptions on internet space and on protection of personal information.
Privacy awareness is developed in detail along with the importance of protecting the
privacy of personal information, collecting-delivery-management, and the types of
personal information, SNS’s privacy, and so on to measure the perception of providers
for each item. Finally, the survey questions are developed to measure the privacy
practices of providers in order to measure the obligation to protect personal
information, means of protecting personal information, and practicing security and

redress.

5. Policy Suggestions for Practical Use

First, in oder to improve the perceptions on protection of personal information by
internet users and information service providers and to increase the effectiveness of
policy, it is better to make the policy focused on education, enlightenment, public
relations and consulting rather than on strict restriction through regulation. Second, it is
necessary to find the gaps between the perceptions of the users and ISPs on
protection of personal information and the gaps between their perceptions on privacy
and privacy practices with the measure scales developed in this research, and to make
protection policies for personal information which can reduce these gaps based on the
results of the survey. Third, it is essential to make protection policies for personal

information by using the accumulated data and reflecting the change of the perception

- xii -



level from the regular survey conducted with the measure scales developed in this
research. Fourth, it needs to improve the process of collecting personal information for
a membership sign up of a website so that internet users can choose other methods
for sign up other than providing their resident registration number. Fifth, an additional
article for the users’ right to choose the scope of public information should be included
in Personal Information Protection Law and the Law for Promotion of the Use of
Information Network and the Protection of Information. Sixth, it is important to improve
the process of checking whether the information is deleted or not following the request
of a user. And the provision should be put in a related law in order to prohibit the

restoration of the personal information after an ISP deletes it.

6. Expectations

First, this research will contribute to make the society ideal for the protection of
personal information by enhancing the users’ perceptions on it. Second, this research
will have an expected effect to reduce unnecessary expense for the social exchange by
preventing in advance the infringement of the personal information of internet users.
Third, this research is expected to promote the injury relief system of personal
information and to encourage internet users to use it when their privacy rights are
infringed. Fourth, this research will have an expected effect to enhance the
perceptions of ISPs for the protection of personal information on internet and to
increase the effect of self-regulation. Lastly, through proposing an analysis frame that
can be applied to followed-up studies, this research will have an expected effect to
provide a theoretical background for the study on the protection of personal

information by internet users and ISPs.
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