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SUMMARY

1. Title

Study on lawful interception policy and technology of IP

applications
2. Objective and Importance of Research

The study on the lawful interception on SNS(Social Networking Service), mVOIP, and
smart phone application is needed as with the increase of the SNS and smart phone users.
In other words, there is an increase in the needs for conducting lawful interception on IP
Internet line, assigning duty of constructing facilities for lawful interception to the Telcos
and carriers, and law interception of e—mail. In accordance to this trends, multiple
amendment on communication secrecy protection laws are initiated by the lawmakers to
reform the current communication secrecy protection law in regulating the execution of
the lawful interception and obligation of providing communication secrecy data.

The communication secrecy protection bills consists of regulation related to enforcing
lawful interception such as on lawful interception on Internet line, assigning duty of
constructing facilities for lawful interception to the Telcos and carriers, and law
interception of e—mail and of obligation of providing communication secrecy data such as
adding location information to the communication secrecy data and integrating
communication secrecy data with communication data. Furthermore, analysis of the
changes of the oversea’s lawful interception regulation and understanding the technical
trends of lawful interception on wired/wireless IP application service are needed in

performing research to the lawful interception policies.
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This project studies issues of reforming the communication secrecy protection law, of
current status of the domestics and foreign lawful interception system, and of lawful
interception technologies on smart phone, SNS, Messenger, VoIP service. This project
also upgrade the current communication secrecy data statistics program to apply

current lawful interception environments.

3. Contents and Scope of the Research

The scope of the scope of this project is follows.
o Analysis of technologies of domestics and foreign lawful interception for
wired/wireless IP application services
— analysis of a domestics and foreign lawful interception system for wired/wireless
IP application services
— analysis of communication secrecy technology trends for application services of
smart phone
— research in method of lawful interception and communication secrecy on SNS,

messengers, and VoIP services in wired/wireless environment

o Upgrade to the statistical report tool for collecting communication secrecy data

— functional upgrade to the statistical report tool for collecting communication
secrecy data

— applying standardized statistical report tool for collecting communication secrecy

data
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4. Research Results

The result of this project is summarized as follows.
o Analysis of a domestics and foreign lawful interception system for wired/wireless
IP application services
— analysis of a domestics and foreign lawful interception system based on issues
of the communication secrecy protection bills currently pending in the national
assembly
— analysis of children protection law and issues of lawful interception of US
— analysis of the international standardization status on lawful interception for

Internet service

o analysis of technical trends of lawful interception for smart phone applications
— analysis of the problem and current status of location information features of
smart phone
— analysis of issues related to lawful interception of data compression applications
of smart phone
— analysis of lawful interception of SNS, messenger, VoIP and the method to

protect communication secrecy in wired or wireless environment

o Upgrade to the statistical report tool for collecting communication secrecy data
— upgrading statistical report tool for collecting communication secrecy data
— development of statistical report tool usage guide
— applying standardized statistical report tool in collecting communication secrecy

data
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5. Policy Suggestions for Practical Use

The result of this projet can be used as a reference material in enforcing lawful
interception and can be used as base material for establishment of the revised lawful
interception system.

The result of this project can be used to develop policy on lawful interception of
Internet—based services, construction of lawful interception cooperation facility, using
location information to the communication secrecy data, lawful interception of e—mail,

and restriction of data of lawful interception.

6. Expectations

The result of this project can be used as a reference in reviewing the issues are
related to lawful interception and can contribute in enforcing of a lawful interception
system and in reforming of rules and regulation of the communication secrecy
protection law according to the amendment of the communication Secrecy protection
law.

The statistical report tool for collecting communication secrecy data developed by
this project will provide unified format and automated input method in collecting
communication secrecy data. It can enhance the accuracy and efficiency of conducting

statistical analysis on the communication secrecy data report.
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Wireless providers won't have to comply with extensive requirements
in a new bill that would force Internet companies to log data about
their customers.

CNET was the first to report this exemption for wireless carriers in
an article a few weeks ago. That legislation was publicly announced
today by U.S. Reps. Lamar Smith (R—Texas), the head of the House
Judiciary Committee, and Debbie Wasserman Schultz (D—Fla.).

That appears to be the result of lobbying from wireless providers,
which don't want to have to comply with any new governmental

mandates. But the exemption has already drawn the ire of the U.S.



Justice Department, and is likely to attract strong opposition from cable
and DSL providers who would be the ones singled out for regulation.
CTIA, the wireless trade association, did not respond to a request for
comment today. Previously it said through a spokesman only that "we
are committed to working with the committee on the legislation."

"Investigators need the assistance of Internet Service Providers to
identify users and distributors of online child pornography," Smith said
in a statement today. "This bill requires ISPs to retain subscriber
records, similar to records retained by telephone companies, to aid law
enforcement officials in their fight against child sexual exploitation."
The logged data, however, could be used to investigate any type of
crime.

A Republican aide to the House Judiciary committee, who did not
want to be identified, said the bill exempts wireless providers because
their networks are designed in such a way that IP addresses are
assigned to multiple users or accounts and they are "not technologically
capable of retaining the type of data that law enforcement needs
because that's not how their system works."

Smith's bill, called the Protecting Children From Internet
Pornographers Act of 2011, requires Internet providers to "retain for a
period of at least 18 months the temporarily assigned network addresses
the service assigns to each account, unless that address is transmitted
by radio communication." It also enhances penalties for possession of
child pornography, which is defined in federal law as the "lascivious"
exhibition of the genitals.

The mobile exemption represents a new twist in the debate over data



retention requirements, which has been simmering since the Justice
Department pushed the topic in 2005, a development that was first
reported by CNET. Proposals publicly surfaced in the U.S. Congress the
following year, and Bush administration Attorney General Alberto
Gonzales said it was an issue that "must be addressed." So, eventually,
did FBI director Robert Mueller.

In January, CNET reported that the Obama Justice Department was
following suit. Earlier this month, Jason Weinstein, the deputy assistant
attorney general for the criminal division, warned that wireless
providers must be included because "when this information is not
stored, it may be impossible for law enforcement to collect essential
evidence."

The definitions in Smith's bill could sweep in coffee shops that offer
wired connections to their customers, as well as hotels, universities,
schools, and businesses that offer wired network connections, plus
traditional broadband providers.

Smith introduced a broadly similar bill in 2007, without the wireless
exemption, calling it a necessary anti—cybercrime measure. "The
legislation introduced today will give law enforcement the tools it needs

to find and prosecute criminals," he said in a statement at the time.

"Retention" vs. "preservation®

At the moment, Internet service providers typically discard any log
file that's no longer required for business reasons such as network
monitoring, fraud prevention, or billing disputes. Companies do,

however, alter that general rule when contacted by police performing



3.

IRl ME|A HEY M EES)

an investigation——a practice called data preservation.

A 1996 federal law called the Electronic Communication Transactional
Records Act regulates data preservation. It requires Internet providers
to retain any "record" in their possession for 90 days "upon the request
of a governmental entity."

Because Internet addresses remain a relatively scarce commodity,
ISPs tend to allocate them to customers from a pool based on whether
a computer is in use at the time. (Two standard techniques used are
the Dynamic Host Configuration Protocol and Point—to—Point Protocol
over Ethernet.)

In addition, an existing law called the Protect Our Children Act of
2008 requires any Internet provider who "obtains actual knowledge" of
possible child pornography transmissions to "make a report of such
facts or circumstances." Companies that knowingly fail to comply can
be fined up to $150,000 for the first offense and up to $300,000 for
each subsequent offense. Wireless providers won't have to comply with
extensive requirements in a new bill that would force Internet

companies to log data about their customers.
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5. DPI(Deep Packet Inspection)of| 2|8+ Z+A
7}. DPI 7h &

o DPI(Deep Packet Inspection)o]& ojwl Fvtx AFu|7F ol <]
olo] A YEA Hulel o] A HE&S —Er@]f% T U=
st T4 orletn dRkHd 54
- L2 Frame©°] 1010 W12 AH(E
- DPI= M =& 7lswo] otya #dFYH AgHA 7]=4

(c, A B4 =4, TLEF 24 =T F)

- IP Packet2 “IP Header + TCP/UDP Header + Payload’=
TFAEH, IP Packet 7+& TS #2413+ HS Simple DPI,
AEHEE  delH(5, Payload AR)E EA4s= A
Extended DPIg}x H-27|% g
» 24 DPIE “Application Decoding” o] &Far &t
» Simple DPI : L2 & 23 28 7% (detection)

Advanced DPI : WEH o) F& 2 ZZEZI $& T

>
29 59



o DPI Applications
- Security : A Y Firewalls, SPAM and Virus Filtering
- Edd #d
- LI and Network Intelligence
» DPI Probe, Classification

o DPI and Encryption
- Be S8oA HEEE FA: 2vfolZ FIuY Fo] A%

- @A, DPL 9A7F U % 2ge 3

- a4
» 7183 DPI AXR AlE (ZEEF ANB ZREF
Endpoints)

» man in the middle
» interception, off-line decryption

» endpoint interception (trojan)

. DPI(Deep Packet Inspection) <=3 ©A 2 7id

o (Step 1) B84 H£S 93 Tapping

- No Packet Loss7} &7 %
- Mirror Ports
> B2 29XA/EHel A AT E
> Aol Al2Fo] 2l o™ (Packet loss under High load), &%
Alz~Ed nE EE $27} Aok

» Full duplex linkE €8] & /M9 vg] XE7F I8
o (Step 2) probe AF&A], djAC 2 HY HA AF R A4

- Probe HWZ+= E#H Ex°o Network Measurement
= b slo]l Bl = Al 2~Hlo]

o
o

Systems, ¥ PC, =& 9]

i
¢



U
» A& Probe HWE Fko] H]#Y PC 7148t Probe 349l H
T, ol AL FAAdE VA= FH el de
- Dump Probe vs. Smart Probe
» ~ulE 28 s 54 7]E Tl we gL gdst
A 2 A9 A

£

A

o (Step 3) Filter out the IP packets containing relevant Content
- 4 IP Packeto]y} ContentsE o] A w}oFst 4= =712
~ ZetoldlE} Azt AdE 9AE 4 A5
> 1SSe] Y AR ol o P FagR o A
> A EAC % FA4 AR T

)
o
it
=L
ofy

o (Step 4) #F HlolHE A Al~
- dlolg £4o] glojof 3

]
g --> VPN H% 4.

fl

- AN AE
- IP%2 QoSE EAstA gomz AAZ HFd A7 A=
2~ 0] o
=)

o (Step 5) #Z dlolE 4
- 37 EAY A WA dA= TCP &g E sAUeF
- TCP/IP FA4l9l Al A dAlelA F545+= SYN, ACK
A A e
- HolE HF dAA AdE Tol oe & A AAY 2

il

- B9 HAS AAG & TCP Hol2= doje e g o
A EAS AL Fdste] & delEd gk vl 4

=]
RN

k. DPIS] ¥yt F2 dA}

o Flow Tracking (First DPI Operation)



pd

- Gt T4 sEEE A A
- 5-tuple Flow Identifier (IP&
o Pattern Matching (2nd Basic DPI Operation)
- oW A 2EH A T AN BE 74 ZREZ o]
F7HA] HE E=A)
- 53 HWell 93] A elsl7]= 3 Cavium, RMI etc.
» Example: L7-Filter, Netfilter 7] %+
» http://17-filter.sourceforge.net)
» http://netfilter.org
- Linux packet fitering framework (ie. Firewall)
= w9 A7t o] HEEA <
- Open DPI (http://opendpi.org)
» 9+ ¥ & (regular expression) thAloll hard-copied pattern

S AlE
- A S }Eb} fex1bleo}X] 3}
» BitTorrent A2 A$ Bse A4 AA 7tssta, 7t

AL M= E}E A= %‘7%] H

o Behavioral Analysis (Third basic DPI operation)
- dzstE Eggd disiA s Y vl =7te
- o, rESEA e A AH Ee B

» Packtet Sizes, Packet size sequences, Data rates, Number
of concurrent flows, Flow arrival rates &

» P2PE= 9| A Abo] =Z7F HTTPSF vl Al 71 wjElo] &

» UDP messages®] 7, &7 A kol T30 = wA] =] A}
ol=f FEor FE Vs (ETOIAE - AHZ FAl
18uFol E WAl A FA1, 11Hto] E wA]X] G241, 230fo] E ]
AR A, 18/51/53 HEolE WAlA]l =41 &)

2. DPIS) A% 53w At



6. %

. Application classification with DPI
: Flow Tracking

. Application data stream reassembly (TCP reassembly)

o © o O
SwWw N =

. Application—specific decoding
- MIME Base64, gzip, etc.
o b Layer 7 identity triggers
- 54 $&AA A& 7Hed 7= A 5 79
- R b R
o 6: Flow Correlation: intra—probe, inter—probe
- VoIP¢] 4%, SIP + RTP
o 7: Intercept data forwarding
- Content or meta data

- Negative Filtering

1o =

o
—— T

min

2ol T2 =H o4

M

s
o

o Mass IP Monitoringoll w& 7F3 9] o
- H]O]EJ —|—I—E 07]'
- 7 Ave A & #d Bo 9 348

< 7bek= FAlolth

- S8 % ZeEF g (5, 499 89 =9, 453
H ZeEFo Fu)
» daste Edyo AH F7F (BitTorrent: 592 45
23% 01“)
- AAA AEU EY §9: 38%7F ~EZ T dHolH, 8%7}
ds sty EdY
- olEg ad1o® s RUEHHT IP A Fo] F435] F
7hstar lom, olE A S A% sFEA7], dolE A
, diole 24 T 4 #9d Aol AR AeAl st

o Network Access ©]qroll w2 7HH o] oz o] At}
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AA N E i FEL e-identitiesd] EAE Q13 7HH 9

- Ak AUl ALEAF HAAE BF B2 e-id B
- 91=5 % ¢-&(Unauthenticated) Network Access Ftto] =

7F (ex: A= ols4dsl & dEHU HE )

- e IDE Zte &8 AV A% Frksta S
- Aud, JA2"HE HAA, 248 YEYA &

- WAL A4E A S Z2Fo] 7t dew, HEATr A
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USA Federal law, “Children's Internet Protection Act” , Congress of USA.

USA Federal law, “Communication Assistance for Law Enforcement Act of

1994, Congress of USA.
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