UASAEHAT  11-8 B-7}-21

O[E{LlIMg} HiSHIAF HEX|CHAH 02

(Study on a method to protect unlawful caller ID change
of VoIP)

2011. 12



B ATRIA(EN)E $4509989) 3oz
S8 FEENRIATEAANYY A7ARYY T
B ATRIA(EA)Y HEL TR GolE HEA




5

AL LA A

<
o
o

=0

Yk,

=73}
H

FARR A A

20114 124

X

H
o

o



2 32

ok

ol

o

14
15
15
16

M1z M

a
fmd

o)
B

18
19
19
19

i At

5

AskE§AE] 9

A1 A

2. AFFEA7] o

3]

Bo
B

22
95

B AZNA BB e

of 2 =Ads

B0
B!

Al A Al

25

o+
;i
|
el
<

|

2. A A3}

26
27

el

30
-3l

31

35

2. IP-PBX ¢l 4] €]

33
40



=33

H4F QU St IS AlY X AMHFE FAZOE AT v 49
A 1A NEHUNAS ZAE QIUAR AL o 43
1. 319 AFAAte} U] 717G ARTE SIP/H.323 A% 79 e 43

2. &9 AFdAbet FU 7)7AFA A No7O R AEae S v, 48

3. 39 AFdAFe; 2 GAAFARTF No 7B AEdlE 79 v 51

4, 2 AEYAS 7RI oA HBFE BHE A s 54

5. VPN AR A2 AG3k0] 7F AEEE 70 e 59

A 2 A EUAZ FAAZ; AW FA] HFA e, 5
L ZARAZ AEEA] GG e 59

0 ZAASE AN IEA] HFHL oo 60

3 AT MU AZ BT AT TEA] e 62

A 3 A AU AE FAAS AE D AEGRE FA] HFOF e 6
L SAIASBE A1 HEOE rorrerrserserteetssi sttt 66

0. ZAASE A AFQ] HEOE werrrsreseriserieeiest et 71

3. ZAAS FA] AH]Z AT HFOF st 71

4 AP IAHE 913F T Z Z 3] HFOF v 75

H 5 EF 2] B coeesersesesissisiissisiisiisiississsisssisssississtsstsstsstsstssetssssssssssosssosssossss 76



.93
.98
31

2 34

3

o7 3 B Led

=
=

off ot
IS BHZd AJH|A FE BIEF ovvvrrrrrmrersrsssssssssssssssnnees oo

A
—

2-2> HM7|SAlIAL
i
=

2—1> 2008L

<Hxz
<i

32
33
34
71

Ho

IS 81 M| H|

el

S HE MH|A HS &

.I

H
—

E

3—3> PBXO|A{Q|
<HE 3—4> CHOIM

<H

KH

4—-1> =H|
<IE 4-2> VPNO|AM<e| IP &1

<E 4-3> H.3230{M<9]

<I



u

bbb

W

W

W

H
oM pM pM pM pM g g

—

W

W

—

I
oM o g g

m

—

I
o

u

U b

W

—

LJ
oM pM pM pM g pM

W

—

o
o

W

W

—

I
oM g g g

m

—

o
o

1Y E A5

1—1] EHSEIRE HER| THRH ZERIF|H| oreeereermssemssemmmmesensssiississnsis s 17
9—1] ZH|FE}E AIHES AR QI FEA] AJH|A v 26
3—1] S =6t WAIHE BIZ MH|A AR o 36
3-2] WAE E5 HAIHS HZ MH|A AIE] o 36
3-3] SHRIAIRRIOA BI2IEH OIS S8 S BITE ARRY| v 37
3=4] SEFMBIHE CHOA BFO| crorvrverrreriissnnnsiisssssissssssiss s 38
3_5] ﬂ'.l_;L_g._ HI_-|§ g_% jl% ............................................................................. 39
3-6] SHQIAIIAIZEE] Qo] DoV |2} S H{RF HEX| BHH e, 40
3-71 3 JtiRte] sfe] LAISO| Che BB7|B HSHE TS WY 41
4—1] SIP/H.32392 ET QGIESH= ZID e 44
1-2] BLHoll Y= BHARIAIE BROH0] T ZR v 15
4—-3] 2L HEAAXIZ 25| HE5I0] HEEH= HR v 47
4=4] 82| AliRIR} T VoIP7|ZIMRIA} S HSls H o 49
4-5] 2L HEAAXIZE ZAREI0] No.7TOZ IZsl= ZD s 50
1-6] 8ol AleiRiet U FMARIRD} XM No792 iSet= Z9 - 52
4-7] Y| HHAIAIZ BRI No.TR HSSH AP v 53
1-8] B 7IZHIERIS| JHURITE QBOIN HBHE SHe HR e 54
1-9] Buho| HYARIRIS| TR} BIOIN HEIE Bl B 55
4—10] 2U4Q| IP—-PBX 7IX[I7} Z220|M HEE SH= ZAS e 57
4—11] 2U49| PBX ZI2XI7I ZRIOM FSIE SH= ZASD e 58
4—-12] VPN AIAXIZE ZAR510] 7} GIEE/= A i, 59
4-13] 2B TA| MH|A SIBF oorvvvveeesiiisisis s 60
4-14] ZHS A MEIA HOHZHBRIET IS HRKS L) v 61
4-15] ZHS A MEIA SOHIHBRSDET|S BRI L= B) - 62



u

Y B A6

4-16] B2CEHA(SAIAIHRIZL o|ofx|, F& SE MTY/2El/E&Ese 89) 63

U LU U

— o/

L_I
oM pM pM pM g g

W

—

I
o

1-17] B2BRR(ARAD} O[0IXI, P4 SS NIBRYESBH= B2) - 64
1-18] BHQIARIRIY 2T ISt AP0 BRIS AP B o 67
4_19] xl.Al.j'.lO:!xl.jl. 3HQ|0.”A-| %LHE I:él—/\l_| ...................................................... 68
4-20] TP—PBX Z}2URI7F SHRIOIA] LU HEAL oeverevreerieniirienienieniiiene 68
4=21] ZH = ZRAIARIKIOIA RS Al s 69
4—22] ZHR|FIE} A TEA] AH|A e, 79



ko
2
S
Q

AHFEAD L4012k Ee) Holx(voice) 9} FEIIBOZRE AALRE B
MH o2 Qoh) ol ol3he Al7|eleks E9) 51 (phishing)'elehe ol A
o Goled, 3% 4] B=w ARFEAIIE A 593 A 5,200 A4 % 25
6.00001 712 W27} Bas) £ SRR 2,6009] Yol Dokl ApBHO.E A7 4
oI}, olol we} Ak 2009K0] A% FEZ A FAMsRe] FA WS BETLA7]
A=A NS AASD, FOAS A% BEe] FARSYS EASE B

& AT Yok FAT AHFHAE F2 S9N B AT

fu’

= o
A8l o2 A7 FA7F Ha ok wEkA He A APt 9E Jitshe Al
T WA S dsla AL A A djadty] Y AERE A S gk 1Y) A
2 BA AT A Aus F, BAws W dx) el BEst gl 2 AE o] &



alg

or

2 ghe] a7 74 0 8E

— AR A A

1o

o AEUs} A

xr
R
K

A

AY 4= =

- Qg =45
— AU 27

ol

o4

jpns

<
2%

- AEUAE FAS AE PR

K

oo 2o,

4]

=
=

2 A A5 e 2 2

Akl 2 e) A

3|

- ABFEA] o

A

"o}

w29k dsta-sA] s

A s

Al

0

A7

s

o AN} FA Tl g Aspa8A] te

A AR dHUAES AR JI9EE B4

~ AEAs =)

gl

o}

oo

alo
Top

3

rvze]



alcl
or

o]

o
=

A

24, YA 3B
A W7 A2

it

TS

=

;L

= A28 Fol Az Sol
¢l

o
A

vlele] a7Eth AskFgA] 2

Hlop

k)

@ sshg st

1=

.
3849 B¢

1

k<]
T

@Al Aol 412
11 9

o

Ho
Ho

i
5 ©°

A8 2 ggo] 7}

A7

A5

B

AskEgAHel

i

.

et

et

]

€

713 A}
s

o
of

ol
i

15

G

A% QA A 7

o}

ko)
pal

st

S

o) 7]

L

T

3

I3

6. 7|th&

2 48 2 A

+

o

1o
E]_E

)A
23

%0
o
<

K

iz

QB s AYAE

we

FAAA A
Aol A Al BAFLE FAFORH FAzo U HakFeAP) A o wRE

2

B3 H2 A A A7 H1 9=

7} 71 E

< &

g

£9 AT A) Fale WA

w_a

O

o

Ho
Ho

o

=
)

Z
!

45} 2 e =

5

SO



SUMMARY 10

SUMMARY

1. Title

Study on a method to protect unlawful caller ID change of
VoIP

2. Objective and Importance of Research

The word “Voice phishing’is a compound word of “voice” and “phishing” which
means fraud. Unlawful caller ID change is a crime that hides the caller by changing the
caller ID or displaying the caller ID of specific organization. To protect that voice phishing
criminal, korea government enforced a method that requires to insert an identification
number of international call to the incoming international calls since 2009. Recently, voice
phishing damage case is increased by using foreign originating VoIP or impersonating a
public institution by unlawful change of caller ID. That becomes a critical social problem.
Ordinary people is not easy to identify voice phishing phone calls because the indication
of “international call” is not displayed at the cellular phone terminal in case of the
originating call is VoIP. To protect vulnerable member of society from unlawful change of
caller ID and solve the social problem, we need the analysis of incoming call path and
improvement of system and method to protect unlawful change of caller ID.

To do this, we analyze the caller ID change service and method of providing of
international call of mainstay/special category telecommunications operators and study on

the technical and systematical counterplan for voice phishing.

3. Contents and Scope of the Research
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The scope of the project is following.
o analysis of caller ID change service and incoming call path of VolP of mainstay

telecommunication operators

o the study on the identification of international call and countermeasure on

unlawful change of caller ID

4, Research Results

The result of this project is summarized as follows.
o Study on improvement of system for countermeasure on unlawful change of caller
ID
— survey and analysis of system of national and foreign and cases of damage of
voice phishing
— Study on system to protect unlawful change of caller ID
o Study on countermeasure on voice phishing by unlawful change of caller 1D
— study on the method to block the unlawful change of Caller ID
— study on the method to block impersonation a public institution
o study on countermeasure on voice phishing by international calls of VoIP
— analysis of incoming paths of international VoIP calls of mainstay/special category
telecommunications operators
— study on the identification of international calls and displaying the identification

information of international VoIP calls.
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5. Policy Suggestions for Practical Use

This study can be used as basic material to change system for the display/change
of caller ID by an analysis of current status of unlawful change of caller ID and study
on the method to block and prevent the damage of voice phishing.

We want to minimize the voice phishing crime to prevent the damage in the
country by drawing the countermeasure on the impersonation of public institution
among the voice phishing which is currently causing severe damage to society. W hope
to contribute the improvement and enforcement of telecommunication business act
which is the related system with it by drawing of technical and systematical method

which is related impersonation of public institution by unlawful change of caller ID.

6. Expectations

We can expect the prevention effect of voice phishing of international calls by
using analysis of incoming path and displaying the international call identification
information of international calls which are developed by this project. We can also
expect the effect of prevent the damage of voice phishing by impersonation of public
institution by using the result of the study of blocking/displaying of caller ID.
Prevention of unlawful change of caller ID will protect the people from phone fraud
which impersonates of public institution by reduction a large portion of the occurrence

of voice phishing which became social problem.
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