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Summary

1. Title

Research in user damage status analysis and improvement plan reflecting environment

change in online platform

2. Research Objective

As online platform evolves into a platform with multifaceted properties, various
heterogeneous groups participate in the platform and expand into various services such as
commerce, social media, content, community, and mobility. Accordingly, various types of
transactions are taking place, such as platforms and users, between users, and service
providers and users.

As digital transformation accelerates and the influence of online platforms grows, the
possibility of infringement on user rights and interests on online platforms also increases.
Complicated transactions between service providers in charge of facilitating interactions
and connections, platform users and damages caused by the development of new services
continue to occur, and there are cases that cannot be applied within the existing
E-commerce Act or Telecommunications Business Act, which regulates e-commerce and
telecommunications business and the protection of users’ interests is insufficient at the
institutional level.

In order to introduce effective self-regulation, it is necessary to establish effective and
efficient governance in a horizontal relationship among various stakeholders such as
platform operators, users, and government. In order to alleviate information asymmetry
and strengthen market transparency, it is necessary to first identify the type of damage

that occurs from the user’s point of view. This study aims to discover new types of user
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damage cases caused by regulatory gaps or lack of regulations as a study for policy
preparation and preemptive response that can contribute to the enhancement of user
welfare in the online platform ecosystem. To this end, by conducting a survey targeting
online platform users, we intend to secure academic and practical significance by
identifying the actual situation of damage in detail. In addition, based on the results of
the survey on actual damages suffered by online platform service users, we will seek
improvement measures that can enhance user rights and interests more efficiently, not
only government-level damage response, but also a system for autonomous damage

handling by operators and incentives for excellent operators.

3. Research Content and Scope

In order to carry out the research purpose, this study intends to study the following
contents. In Chapter 2, the characteristics and transaction relationships of online
platforms are identified and in Chapter 3, the results of the online platform user damage
survey conducted by various institutions are analyzed. Chapter 4 examines the domestic
and foreign legal systems for the protection of online platform users, and examines the
policy direction of regulators in other major countries. Lastly, the survey results of user
damages conducted on 6 types of online platform users will be analyzed, and based on
the survey result, we will seek measures to improve self-regulation of desirable online
platform operators and propose government policy measures that can protect users and

service providers.

4. Research Results

1) Characteristics and transaction relationships of online platform
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Although there is no agreed definition of online platform company, it is defined as a
business model that creates value by facilitating interactions between two or more distinct
but interdependent sets of users(sellers/providers and consumer groups). Online platforms
have the economic characteristics of two(or multi)-sided market, and indirect network
effects are generated by mediating different user groups. These network effects are
internalized, and revenues are generated through commissions, advertisements, or billing
for assistance.

The Korea Communications Commission(KCC) classifies online platform types into
information distribution, App Market, media, and e-commerce to evaluate online platform
user protection tasks, and this study examines transaction characteristics according to
these categories.

First, the App Market facilitate interactions between consumers and app developers,
and receives a certain portion of fees from app developers who sell or download apps to
consumers. In order for users to download paid mobile app or use additional services and
content within the app, they must pay for the service and content within the App Market
or use an external payment system. With the recent introduction of in-app payment
regulations, third-party payment is also available, but controversy has been raised
because the fee paid for third-party payment is not much different from that of in-app
payment. In addition, the problem is that the payment amount differs depending on the
OS of the mobile device because the application market has a different fee system
despite the same content.

With the growth of OTT services that threaten existing pay-TV services, media
platforms have trading characteristics that are different from those of existing media. In
other words, convenient contract cancellation, low market entry barrier, and the common
multiple subscriptions can be cited, which in turn can cause problems in transactions. In
some cases, user suffer damages due to unfair terms and conditions, such as refund
restrictions from early termination, unreasonably unfavorable penalty charges for

consumers, restrictions on subscription withdrawal, and arbitrary price changes. On the
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other hand, personal broadcasting has sponsorship systems such as Super Chat and
Cookies in addition to video advertisements, and it became socially controversial as minors
spent a large amount for sponsorship without parental permission. In response to this,
there are restrictions for minors such as payment limitation, prior consent by legal
representatives to make payments, and prevention of illegal transactions, but more
effective countermeasures are required.

E-commerce encompasses a wide variety of sub-platforms, such as shopping platforms,
delivery platforms, mobility, and second-hand trading platforms. In the case of shopping
platforms, transactions based on Social Media platforms and purchases through open
markets and social commerce markets are made, but different shopping platforms have
different operational structures and cause different problems. In Social Media even if the
seller is a business operator, the business operator’ s identity is often unclear and there
are many transactions between individuals who operate without business registration, so
cases of user damage that cannot be regulated by the E-Commerce Act frequently occur.
Recently the boundary between open market and social commerce market became blur
and social commerce is also covered in open market. Controversy continues on this
platform as it is highly likely that the increase in sales fee will be passed on to users.
The delivery platform serves as an intermediary for food delivery contract between
consumers and food service providers. When transaction occurs food delivery service
providers who have signed up as purchasing members pay a certain amount of
advertising fees and brokerage fees each month. In the delivery market as competition
between companies intensifies delivery agency fees, external payment fees, value-added
tax, advertising fees, etc. rise, raising concerns about the possibility that these costs will
also be passed on to users.

Mobility(taxi platform) refers to a call brokerage platform that connects consumers who
want to call taxi that provide taxi services. In Mobility platform there are a variety of
damages that directly or indirectly affect users, such as increased fees between taxi

drivers and taxi companies, discrimination against users due to discriminatory fees,
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preferred call for affiliated taxis, and priority dispatch of KakaoT Blue. Transactions
between individuals through second-hand trading platforms are conducted electronically
but since the selling party is not a business operator, it is outside the regulatory realm
and intervention of platform operators is also limited. When looking at the characteristics
of transactions by online platform, it is common to find problems in which problems
arising from transactions between business operators are passed on to users, and there
are many user damages that exist in the blind spot of regulation. Therefore, it is
necessary to determine the types and aspects of these damages in advance, and this

study will do so.

2) Online platform users’ damage cases

In this chapter, damage types by each online platform are classified into six categories:
common types, personal information, content, financial, service, and communication.

The information distribution platform is a platform that includes portals and social
network services, such as ‘account hacking and data leakage of personal information’,
‘exposure to illegal and harmful contents’, ‘insufficient blocking of illegal and harmful
contents due to incomplete algorithm’, 'delays in delivery, non-delivery, and delays in
contracts” when purchasing products on Social Media platform, and 'messenger phishing
impersonating acquaintances and family members’ are prevailing cases.

The app market is platform that provides app market services operated by Google,
Apple, and Samsung. Cases of user damages such as ‘forced in-app purchase’ have been
reported.

The media platform is platform that includes OTT and personal broadcasting. User
damages such as 'technical defects’, "content failure’, "automatic payment’ are reported in
relation to the OTT platform. "Hateful information’, *transmission of materials harmful to
minors’, ‘neglect of excessive payment by minors’, ‘cancellation, refund, penalty, service

conversion process to paid service’ are occurring in personal broadcasting.
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Next, in e-commerce platforms, user damages such as ‘non-fulfillment of contract’ ,

‘cancellation of contract” , and ‘termination of contract” are reported. In the delivery
platform, user damages such as non-fulfillment of contract’, low quality’, unreasonable
behavior’, 'misdelivery’, ‘delivery delay,, 'minimum requirement amount to order’,

‘higher sales price than in-store’ and ’shop-in-shop transaction practices’ were
infringing on user’s right to choose.

In the mobility platform, damages to users such as 'unreasonable charges’, ‘incomplete
service’, ’excessive penalty fees when canceling reservations’, ’difficulty in
dispatch(selecting customers)’, ’sexual harassment and abusive language by taxi drivers’
are reported.

Lastly, in the second-hand trading platform, user damages such as ‘refusal of refund’,
‘non-delivery’, 'delay in payment of transaction’, damage related to refunds such as
refusal of refund when order is canceled’, 'difference from product information notified
in advance’, damage of fraud such as ‘non-delivery after purchase’, ’ sexual

harassment and abusive language’ while direct transaction, chatting are reported.’

3) Online platform user protection policies and legislative examples in domestic and

major foreign countries

In this chapter, we reviewed examples of policies and legislation related to damages
suffered by online platform users in Korea and in other major countries and we also
looked into policy direction by regulators in other countries.

European Union(EU) enacted the Digital Service Act(DSA) and the Digital Market
Act(DMA), to strengthen direct regulations on the actions of online platform operators,
and to secure transparency of information to help consumers make the right choice.
Various policies are being promoted to strengthen the user protection of digital platform
services. The goal of DSA is to secure consumer rights through service transparency and

appropriate accountability of business operators, while DMA aims to secure structural
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fairness in the platform market.

The Digital Service Act is to respond to consumer damages caused by the distribution
of harmful products or illegal content, manipulation or misuse of data on the platform
services. As the digital ecosystem is revolved around a small number of giant platform
operators and the market control of these operators is expanded, the market unfairness
problem intensifies. In order to improve the situation, the Digital Market Act defines
platform that serves as a gatekeeper and stipulates their duties and disciplines.

Key contents related to user protection under the Digital Service Act include regulation
of illegal online contents, including illegal products and services, preparation of new
regulations for tracking sellers, and regulation of transparency of algorithms used to
recommend content or products to consumers. It imposes additional duties on very large
online platforms (VLOPs) and search engines, which must be supervised through
independent audits on risk management.

The Digital Service Act grants certain rights to service users. Consumers have the right
to appeal when their content is removed or restricted, and consumers have the right to
complain to the platform, the right to seek a solution out of court, and the right to
complain to national authorities in their own language. It grants new rights, including the
right to seek compensation when rules are violated.

In addition, the Digital Service Act prohibits business operators from exploiting the
characteristics or vulnerabilities of consumer behavior, such as 'Dark Patterns’, by means
of user interface on digital platform to manipulate consumers into making unintended
choices. Regulations on ‘Dark Patterns’ are being monitored not only by the EU but
also by the US Federal Trade Commission.

The UK has proposed an online safety bill to block illegal content and content that is
harmful to teenagers or children even if it is legal. If the hill is passed, Ofcom, the UK
regulator, will have the power to impose fines or block the sites that provide illegal
content. Operators will face criminal penalties if they do not act diligently when facing

investigations. The purpose of this bill is to encourage online service providers to create
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an online environment that is safe from illegal and harmful content.

In the United States, a package of bill regulating global big tech companies
GAFA(Google, Apple, Facebook, Amazon) was proposed, and bill regulating U.S platform
companies is a meaningful policy change. The role and function of the digital policy
sector of the Federal Trade Commission (FTC), which oversees competition and consumer
policies, are expected to expand in the future as impending regulation on big tech
platform regulation and implementation of presidential executive orders.

Under domestic online platform user protection laws, the regulated targets and
activities stipulated in individual laws are limited, and at the same time overlapping
regulations still exist. For example, among the provisions for user protection in the
Electronic Commerce Act and the Contents Industry Promotion Act, overlapping parts are
found, regarding the contents of the terms and conditions in particular, but it remains to

be seen how these parts will be sorted out as amendments are currently pending.

4) Online Platform User Damage Survey Results

This chapter examined the results of a damage survey on users of six types of online
platforms, including app market, search engine/Social Media, OTT/personal broadcasting,
e-commerce (online/live commerce), 020(mohility/delivery app), and second-hand
transaction platform.

The survey targeted a total of 1,600 people aged 14 and above nationwide, targeting
300 people for app market, search engine/Social Media, OTT/personal broadcasting, and
e-commerce (online, live commerce), and 200 people for 020 and second-hand
transaction platform. It was conducted by the survey company called Micromill Embrain
Co., Ltd, via online survey from November 7 to 15, 2022, and a total of 1,835
respondents were collected. The survey questions were mainly composed of general usage
status, damage experience and countermeasures, overall satisfaction, and necessary future

improvements. It consists of common questions so that the results of each platform can
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be compared, but some differences are made in details so that the characteristics of each
platform were reflected.

The results of the survey for each platform were as follows. First, the damage
experience of each online platform appears differently as the characteristics of each
platform were reflected. In the case of App Market, which has the characteristic of
in-app payment, the in-app payment rate is high due to the convenience of payment, but
the procedure such as providing payment-related information is still recognized as
incomplete. Search engines/Socail Media category, which has the highest frequency of
use, had a lot of damage experience to harmful content and forced advertisement
viewing, while OTT platform, which is used mostly by subscriptions, showed damage
experience to service termination procedures and auto-payment without notice in
advance. In addition, the type of damage experience with the highest rate of each
platform reflected the characteristics of the platform, such as advertising content on
personal broadcasting, refund process on e-commerce platform, use of congested time on
mobility platform, delivery delay and non-delivery on delivery app platform, and contract
process failure and cancellation of contract on second-hand transaction platforms.

Second, these results prove that regulations and norms such as protection for users are
not implemented based on platform characteristics. This can also be confirmed through
other survey responses, as users perceive the primary source of users’ response and
responsibility towards damages occurred on online platform lies in each platform.
Although the current level of government’ s effort is seen as the lowest among
stakeholders (platform companies, merchants, government and users), it is important to
pay attention that all respondents from each of the six platforms chose online platform as
the primary responsibility. Voluntary efforts and initiatives to resolve the damages are
needed, and to do that, the government needs to assist in the efforts.

Third, users tend to take the damage experience they suffered lightly, and their
awareness of the processing procedure after the damage experience was also low. Among

the trends commonly revealed of the six platforms, OTT and personal broadcasting had a
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particularly high level of complaints about the complexity of damage reporting and
processing procedures.

Fourth, all six platforms were revealed to have no alternative platforms, that is, user
had limited option or no other choice. Most users responded that the reasons for staying
on the same platform or willing to use it in the future despite experiencing damage were
because there were no alternative platforms or the service was poor. To protect the
users, it is important to reinforce processing procedures, such as compensating for the
damage experiences that have already occurred, but curtailing possible damage
experiences by offering various options may also be one of the countermeasures.

There were several studies on different types of online platforms, but this survey has
examined, analyzed and compared different types of online platform along with damage
suffered by the users, usage status, and satisfactory level. We expect that the results are

used as basic data to prepare for future improvement measures.

5. Suggestions for Policy Utilization

In this research the damage experiences of users of six online platforms subject to
evaluation conducted by the Korea Communications Commission(KCC) on user protection
were investigated and analyzed. In addition the wusage status and transaction
characteristics of online platform and overall satisfaction were analyzed. The role of the
KCC as a post-regulatory body to promote the welfare of online platform users and

create a user-protective environment is presented.

<Guidelines to improve self-regulation of online platforms>

‘What needs to be improved Main Contents

Improve the procedure for | * Ul needs to be improved to make it easy to find
handling complaints by online information such as contact information and handling
platform users and strengthen procedures for reporting damages
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promotion of the procedure

* When common telecommunications service providers
bundle value-added telecommunications services, they
Expand the scope of platform are obliged to notify the contents of the value-added

operators  subject to user telecommunications service charge.

damage prevention and | * Need to improve selection criteria for mandatory

notification of damage-related platform operators

matters * Reinforce self-regulation for value-added
telecommunications service providers with repeated user
damage

* Encourage establishment of user damage response

Reinforce  responsibili of .
P ty organization other than the customer center

online platform operators

* Need to develop various self-regulation models

First, measures to improve online platform user reporting and handling procedures,
strengthen promotion, prevent user damage and expand the scope of operators subject to
disclosure obligations and strengthen online platform operators’ responsibilities were
proposed as desirable ways to improve self-regulation of online platform operators.

Furthermore as an institutional improvement measure to prevent damage to online
platform users, clarification of refund regulations on OTT platform, strengthening online
platform users’ options, strengthening government supervision to mitigate user damage,
imposition of joint responsibility between online platforms and users, and to establish a
new organization such as a user protection agency was proposed to improve the user

protection task evaluation system at the government level.

<Legal and institutional improvement measures to prevent damage to online platform users™>

‘What needs to be improved | Main Content

Clarify OTT platform’s | * Need to prepare reasonable refund policy for paid OTT
refund regulations service

Strengthen the choice of | * Strengthen user choice by lowering switching cost of online

online platform users platforms with high market share
Strengthen government | * Need to strengthen monitoring of app market, OTT, search,
supervision to mitigate user Social Media, personal broadcasting, and live commerce
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damage

platforms.

Impose of joint
responsibility between
online  platforms  and
service providers

Protect users by making joint responsibility primary

System improvement of
user  protection task
evaluation

Changes in allocating points for items that repeatedly cause
damage to users

Strengthen of KCC's on-site investigation rights

Reinforce post-regulation if self-regulation is not smoothly
implemented

Develop evaluation indicators suitable for online platforms

Establishment of  User
Protection Board

Establish separate organization capable of carrying out user
protection tasks to identify user damage and expand user
protection tasks

6. Expected Effect

It is expected that the type of user damage based on the characteristics of each online

platform can be identified and used as basic data to prepare policy measures to respond

to the prevention of online platform user damage. Furthermore it is expected that the

ecosystem of online platform will be able to create a more healthy environment by

suggesting measures to improve self-regulation of online platform operators and

institutional improvement measures that government can implement.
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