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SUMMARY

1. Title

A Study on the Revision of the Information and Communication Network Act to

prevent Digital Violence

2. Objective and Importance of Research

The role of expressing opinions and exchanging information through information and
communication networks has continued to expand with the rapid spread of online
communities and social network services (SNS).

However, the current laws do not adequately reflect these changes, and various
types of digital violence are increasing rapidly, so it is time to explore multi-faceted

regulations.

3. Contents and Scope of the Research

This study examines domestic and foreign laws regulating digital violence to
understand the current legal system, and, considering the current legal system’s
composition as a way to regulate digital violence, seeks to create and amend the
provisions of the Act On Promotion Of Information And Communications Network
Utilization And Information Protection (hereinafter referred to as the “Information and
Communications Network Act®) as follows.

First, this study suggests ways to strengthen measures to prevent digital violence
and improve the legal and institutional framework by establishing a definition of digital

violence and creating a cyber insult offense.
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Second, this study suggests ways to improve laws and systems for prompt relief of
victims of digital violence, such as expanding the scope of digital violence-related
postings and temporary measures and establishing related organizations.

Third, this study suggests ways to improve the law and system, such as mandating
relevant education to raise and improve awareness of digital violence.

Fourth, the study recommends amendments to the Information and Communications

Network Act to strengthen penalties for digital violence and improve victim relief.

4, Research Results

1) Status of domestic and international legislation to prevent digital violence

1. Status of domestic legislation to prevent digital violence

Various rights violations occurring in cyberspace, such as invasion of privacy and
defamation, are mainly regulated by the Information and Communications Network Act.
The Act contains various measures to prevent various forms of rights infringement
through information and communication networks and to minimize damages. In
particular, the current Information and Communication Network Act provides for the
operation of a defamation dispute mediation unit within the Korea Communications
Commission (hereinafter referred to as “KCS®) to mediate disputes over defamatory
acts occurring through information and communication networks, and establishes a
system for designating domestic agents for overseas information and communication

service providers.

2. Status of Digital Violence Prevention Legislation by Country

Overseas legislative trends on defamatory speech in cyberspace differ between

— Xlv —



Anglo-American and continental law countries, with Anglo-American countries often
treating defamation as a civil tort and resolving it as a matter of liability for damages
rather than as a subject of criminal regulation, while continental law countries such as
Germany and Japan tend to approach the issue centered on discipline through general

criminal law.

2) Measures to Strengthen Legislation to Prevent Digital Violence

Based on the above discussion, this study proposes the following major amendments
to the Information and Communications Network Act as a way to strengthen the legal

system to prevent digital violence.

1. Designation of a domestic agent

If an overseas business has a subsidiary in Korea or a legal entity that exercises a
dominant influence on the composition of the executive board and business operations,
the Act imposes the obligation to appoint one of these entities as a domestic agent,
and stipulates that the domestic agent must secure an effective means of
communication with the overseas business.

In addition, the scope of tasks that can be represented by a domestic agent has
been expanded to include tasks directly related to the protection of users, such as the
work of a juvenile protection officer, temporary measures, the work of a person in
charge of preventing the distribution of illegal images, and the receipt of documents
for dispute settlement, and the receipt of documents related to orders and dispositions
under the Information and Communications Network Act has been included in the
scope of tasks that can be represented by a domestic agent to enhance the

effectiveness of sanctions.

2. Establishment of Cyber Insult Offenses and Regulation of Hate Speech

- XV —



Insulting acts committed through information and communication networks can easily
be disseminated to an unspecified number of people, causing serious damage to the
victim compared to ordinary insults. Considering that the current Information and
Communications Network Act punishes defamation acts through information and
communications networks more severely than general defamation acts, and that
insulting acts through information and communications networks, such as so-called “bad
words,” have emerged as a serious social problem, the Act establishes a penalty
regulation that aggravates the punishment of insulting acts through information and
communications networks.

In addition, it is necessary to prevent the indiscriminate distribution of so-called
‘hate speech’ through the information and communication network, which goes beyond
the scope of freedom of expression and triggers social exclusion of certain groups or
individuals, even if it does not constitute an insult, by adding hate speech information
to illegal information that should not be distributed through the information and
communication network, and enabling victims of hate speech to use the rights relief
procedures under the Information and Communication Network Act, including temporary
measures. However, in order to avoid excessive restrictions on freedom of expression,
the Act defines hate speech in a narrow sense by referring to the provisions of
international treaties that have legal effect in Korea and discussions on the criteria for

judging hate speech in academic circles.

3. Strengthening Temporary Measures

The current Information and Communications Network Act stipulates that a person
whose rights have been infringed by information disclosed through the information and
communications network may request the information service provider to delete the
information or revise the rebuttal contents, but the request to publish the rebuttal
contents has been effectively codified. In addition, even if the person whose rights

have been infringed requests deletion, the information and communication service
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provider will take temporary measures if it is difficult to determine whether the rights
have been infringed or if a dispute is expected. In practice, it is difficult to imagine a
situation where the information and communication service provider can say that there
is no dispute between the parties regarding the deletion of the information, so the
measures that the information and communication service provider can take are
effectively unified as temporary measures. Reflecting this practice, the contents of the
measures that an infringed person may request from an information and
communication service provider pursuant to Article 44(2) of the Act and the measures
taken by the information and communication service provider accordingly are unified
as ‘interim measures’.

Currently, the Information and Communications Network Act limits the period for
which an information and communications service provider can take temporary
measures to 30 days, but does not stipulate how to handle infringing information after
the 30-day period has elapsed. In addition, if a person who claims that his or her
rights have been infringed requests the information and communication service
provider to delete the information, the information and communication service provider
must delete or take temporary measures, and there is no procedure for the
information publisher to appeal. In order to compensate for these problems, a
procedure has been established for the information publisher to appeal if there is a
temporary measure to block the information posted on the information and
communication network, and if there is an appeal by the information publisher, it will
be referred to the ex officio mediation procedure of the Online Dispute Mediation
Committee.

In addition, if there is no objection from the information publisher to the provisional
measures, the information will be deleted after the provisional measures expire,
thereby clarifying the follow-up procedure of the provisional measures.

In addition, if an information and communication service provider has taken

provisional measures in response to a request for deletion of information, it is
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necessary to exempt the information and communication service provider from liability
for compensation due to the distribution of such information, thereby reducing the
burden on the information and communication service provider, and the provision
prohibiting the distribution of hate speech information has been newly added to the
Information and Communication Network Act, so that those who have been harmed by
hate speech information can also use rights remedy procedures such as provisional

measures.

4. Strengthen the role of the Online Dispute Mediation Committee

The Defamation Dispute Resolution Unit of the Korea Communications Commission,
which is currently operating as a dispute resolution body for digital violence, has
limited enforcement powers and is unable to resolve various types of disputes between
perpetrators, victims, and information and communication service providers over digital
violence, as well as failing to provide adequate solutions to the inherent problems of
interim measures, which are often used in response to digital violence.

In addition, while most dispute resolution bodies in the information and
communications sector are run by central administrative agencies, and even those that
have been praised for increasing the number of civilian members are mostly affiliated
with central administrative agencies, the Defamation Dispute Resolution Unit is uniquely
located within a private organization, the Broadcasting and Telecommunications Review
Commission.

Therefore, it is recognized that it is necessary to reorganize the dispute settlement
organization to secure higher enforcement and enforcement power and to solve the
problems of temporary measures, and it is desirable to have the dispute settlement
organization under the central administrative agency in case of increased enforcement
and enforcement power.

Therefore, the Online Dispute Resolution Committee within the Korea

Communications Commission should be established to respond to digital violence,
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including not only defamation but also invasion of privacy and insults, and its role
should be strengthened by introducing rapid dispute resolution procedures, increasing
the power to close cases, and establishing an ex officio mediation system for interim
measures, so that an effective dispute resolution organization for digital violence can

be established and operated.

5. Expanding Digital Ethics Education

In order to establish a proper digital ethics awareness at the student stage, it was
stipulated that digital ethics education is mandatory in schools and educational
institutions designated by presidential decree, and that education for adults can also be
conducted by targeting workplaces.

In particular, in the private sector, a penalty of not more than 5 million won
($4,000) is imposed for non-fulfilment of the education, so that the mandatory
education in the workplace can be effectively carried out.

In addition, the Act requires the NCC to establish measures to ensure that education
for the entire population is provided, and establishes a basis for the NCC to provide
financial support for digital ethics education or to designate specialized organizations to

implement the education.

6. Ensuring the effectiveness of online harm redress

The Online Harm 365 Center has been performing comprehensive
counseling tasks for all types of damages that occur online. However, there
is currently no comprehensive law regulating “online harm,” and there are
limitations to the Online Harm 365 Center acting as a system that fully
reflects the characteristics of online harm.

Therefore, in order to introduce a unified remediation system that takes
into account the characteristics of the online space, the establishment and

operation grounds of the Online Harm Remediation Center have been
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prepared.

5. Policy Suggestions for Practical Use

It can be used as a basis for short-term improving laws and systems related to
digital violence and establishing policies by synthesizing the contents of partial
amendments to the Information and Communications Network Act.

In particular, it is expected to be utilized as a reference for establishing policy
measures to prevent youth damage and reduce social harm caused by digital violence.

In addition, it can be utilized to establish a mid- to long-term plan to regulate
digital violence through a comprehensive approach such as designating a domestic

representative.

6. Expectations

Contribute to digital violence prevention and harm reduction and improve online

culture
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