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SUMMARY

1. Title

Legal review on protection and use of personally non-identifiable information

2. Objective and Importance of Research

Nowadays the context of using personal information is getting more various
after the development in ubiquitous computing technology which is used for
collecting and using the personal information data. There are a lot of sensors
around us which are collecting people’s personal information; besides, online
behavioral advertisement which is targeting individual consumers is booming
due to the development in the technology of processing collected data.

Thanks to this situation, we can achieve efficient use of the information and
the total amount of social welfare(including consumer surplus and producer
surplus) is getting bigger. However, the infringement of information owner’s
privacy, which is resulting from indiscriminating collection and use of personal
information, has become a socially serious problem. The scope of this problem
is getting various and serious. Unfortunately we can predict that legal, political
and economic conflicts concerning protection and use of personal information
will increase more.

This study is done for reviewing and analyzing the legal principle of harmonizing
two things which seems quite contradictory: protection and use of personal
information in the highly—developed ubiquitous environment. In particular, this
study mainly focuses on suggesting the principle of using personally
non-identifiable information. Previous studies have focused on 'personally
identifiable information’ including name, resident registration number, e-mail

address, etc, which can identify the specified individuals. That is, the main



concern relating to the infringement of personal information is usually about
'personally identifiable information. Furthermore, currently law and policy have
already been made and enforced as well as the theoretical research.

What makes us worried is that personally non-identifiable information such
as site—access records, service-use records, interesting fields, purchase and
payment records, IP address, is also collected for providing targeting-individual
service like personally identifiable information(name, resident registration
number, e-mail address). This sort of service is typical in the advertising
market. Nowadays firms are converting their off-line marketing strategy into
the online one and striving to collect personally non-identifiable information such
as people’s behavior, propensity to consume and location information, which is
treated anonymously and cannot identify the information owner by itself, for
its efficient marketing. By using this advertising strategy entire social welfare
has become larger, for firms can achieve efficient marketing and consumers
can be easily given the important and self-important information. At the same
time, the problem of abuse and misuse of private information has become more
serious and the degree of the damage seems overwhelming.

Nevertheless, it seems that the current law which regulates the personally
non-identifiable information is unclear. Whether personally non-identifiable
information is included in the scope of 'personal information’ which is defined
in 'The law of facilitating and protecting the use of Information Network”,
Article 2, Number 6, is on debate. Besides, substantive and procedural principle
which deals the treatment(collection, use, provision) of personally non-identifiable
information has not been legislated yet. If the delay of making new regulation
about personally non-identifiable information continues, our attempt to find a
rational balance between protection and use of personally non-identifiable
information will come to fail and social cost from this will grow bigger.

Therefore, designing the newly-made law policy concerning the protection and



use of personally identifiable information is considered very urgent and
important.

Under the circumstances in which personally non-identifiable information is
widely used in the real advertising market, this research reviews the various
context of personally non-identifiable information usage and tries to give the
law and policy proposal in the context of online behavioral advertisement. We
are expecting that this research will become a foundation in the research about
information protection and online targeting advertisement and be a good reference

for law and policy designing.

3. Contents and Scope of the Research

The contents and scope of this research are as follows:

1) This research investigates the concept and types of personally
non-identifiable information and points out that the level of protection of
personal information can vary according to the context where the
information is used. This is directly related to the interpretation of
'personal information’ which is defined in 'The law of facilitating and
protecting the use of Information Network”, Article 2, Number 6. We will
review and check internal and external references about the concept of
personal information and raise the problem of which amount of protection
is needed in the context of online behavioral advertisement.

2) This research will review Korea’'s law made for protecting the right of
self-determination of personal information. Now, Korean information
—protection law is divided into two parts: public sector and private sector,
and in private sector "The law of facilitating and protecting the use of
Information Network” has set a general rule and standard. Whether "The
law of facilitating and protecting the use of Information Network” is

applicable will be the first step to determine which law can give criteria

,10,



3)

for online behavioral advertising. While interpreting laws, it should be
considered that personally non-identifiable information can be included in
the scope of 'Personal Information’ by definition.

This research will provide a comparative law approach about foreign
legislation about personal information and personally non-identifiable
information. This is for providing an implication from the principles of
protection and use of personally non-identifiable information in foreign
countries. After checking the OECD Guidelines on the Protection of
Privacy and Transborder Flows of Personal Data of 1980, personal
information protection law in U.S, and personal information protection law
in EU, we will find an implication by comparing the legislation of U.S

and EU.

4) This research will provide an overview of the theory of the Constitution

concerning the protection and use of personally non-identifiable
information. By doing this, we can check which position our Constitution
will take on the issue of online behavioral advertisement. This will be a
main focus on the regulation on the online behavioral advertisement.
Information owner can insist in the right of self-determination of personal
information, the right of privacy, the general personal right, property
right, and the personal liberty. Among these, the most closely related
human rights, however, is the right of self-determination of personal
information; thus, we will examine the significance, legal basis, effectiveness,
contents, and limitation about it. On the other hand, advertisers can insist
on the freedom of speech, the freedom of expression in advertisement, the
freedom of business, property right, and general basic freedom. By the
way the freedom of expression in advertisement is the most closely
related and highly regulated among these, so we will primarily focus on

the constitutional theory about it. As far as online targeting advertisement

,11,



concerned, the two rights are conflicting each other: information owners’
self-determination of personal information and advertisers’ freedom of
expression in advertisement. The most important thing is to find a normative
balance between the two things.

5) This research also mainly focuses on setting the borderline that can
balance the right of self-determination of personal information and the
freedom of expression in advertisement well. If the situation that no
special law is made for personally non-identifiable information continues,
legal and political conflicts about this will repeat. In order to solve this
problem, this research will suggest a legal standard and detailed measures

in enforcement.

4. Research Results

1) Personally non-identifiable information is the information that is treated
anonymously and cannot identify the specified person by itself. Compared
with personally identifiable information such as name, resident registration
number, address and sensitive information such as people’s thoughts,
beliefs, and medical history, personally non-identifiable information gives
us less worry about privacy invasion and therefore the level of protection
requested by the Constitution is low. However, it is possible that people’s
privacy will be invaded more easily by using second information derived
and synthesized from personally non-identifiable information than by
using personally non-identifiable information by itself. Consequently,
higher level of protection should be needed for personally non-identifiable
information in the ubiquitous environment that a lot of information is
easily gathered and processed.

2) If personally non-identifiable information is now treated anonymously and

collected and used without identifying specified ones, it cannot be said

,12,



that personally non-identifiable information is included in the scope of
'personal information’ in the law of facilitating and protecting the use of
Information Network”, Article 2, Number 6. As ’the law of facilitating
and protecting the use of Information Network”, Article 2, Number 6 is
made for protecting the right of self-determination of personal information
in the Constitution and it is based on the Article 17(the freedom of
privacy) and the Article 10(General Personal Right), it is reasonable that
it is existing only to prohibit the invasion of privacy and defamation of
characters. Then, it is right to see that this law doesn’t regulate the
collection and use of personally non-identifiable information which is
collected anonymously without identifying a special person. Even though
anonymous information were treated, it would be hard to acknowledge

that some person’s privacy had been violated.
In our research, what is the most important amongst these is that the
consumers must have the right to opt out the advertisement. Furthermore, the
details about counterpart, timing and procedure of exercising rights will have

to be conducted more deeply afterwards.

5. Policy Suggestions for Practical Use

Based on the foregoing, followings are proposed:

1) Analysis of comparative law is centered by OECD guideline on the
Protection of Privacy and Transborder Flows of Personal Data of 1980.
Foreign countries’ legislation of protection of private information is
mainly divided into two parts: American law which regulates public and
private sector differently, and EU law which regulates both parts
together. By comparing the two, we can find out that ’personal
information’ is defined as 'personally identifiable information’ like that of

Korean law. As far as online targeting advertisement dealing with

,13,



personally non-identifiable information concerned, it is important that ad
providers should get the explicit consent from consumers to opt in the
collection of personally identifiable information, and the right for consumers
to opt out afterwards should be guaranteed for personally non-identifiable
information. It is found that those things are common in American FTC
guidelines and EU’s guidelines.

2) It is desired to find a good balance between the two in case that the right
of self-determination of personal information and the freedom of expression in
advertisement contradict each other. It is not appropriate to put a bigger
emphasis on one and to firmly exclude the other, so we are trying to
find a balancing-standard interpretation of law, considering the principle
of proportion in the Constitutions.

3) If it is agreed that the special law for regulating personally
non-identifiable information should be essential, it is important to find the
equilibrium that can balance the right of self-determination of personal
information and the freedom of expression in advertisement. In this
research in the context of online targeting advertisement by using
personally non-identifiable information,

@ It should be notified that this advertisement is based on personally
non-identifiable information

@ the right for consumers to opt out that advertisement should be provided

@ the person who is in charge of online advertising by using personally
non-identifiable information should be specified

@ the institution for monitoring online targeting advertisement should be

installed

6. Expectations

Under the circumstances in which personally non-identifiable information is

,14,



widely used in the real advertising market, this research will provide summary
and characteristics of personally non-identifiable information., where such will

be used to provide guidance to new regulations and policies.
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A5 MIAAHBAZ| 2 AL oo &3 oj=YHe

Zrkel AA A
g50] 7o) B4 W of %)
FA) 71791 OECDOIA = 1980 kol 7Rglgmo]  ¥&  7ho] =2}els2(OECD

o] Agun YA Folui,

>

Guidelines on the Protection of Privacy and Transborder Flows of Personal
Data)S RbEo] AlAl Zh=r¢] ZefolHA] wAlet dedste] dnbael delE &4
st o= Ml F Y=o des HPAeR AFdst=s EHEHS AR 3004
o] At AFo= o] Frte] NIAR BE WES FFS wAH fAAHR]
TR TbEel g ZAe g 71EA Aol Ha vk o] rhel=dls Fa

OECD= 7RI Rl el 7ils e Ab7besiA sh=d #do

S
rr

o st Feje] AH(any information relating to an identified or identifiable
individual) 2tz g2l 5 Wt}

OECD 7pol=zRle AA 57HA = 5ol givh /ARt Hols =
3tsl 3 9l General Definitions F-# 0 2 HE] A& sle], = Ha FEE 3 27}
¢tol A A 85+ 712 Q32 (Basic Principles of national application)& w1 1t}
Al A StE= 8RS 553 FHAL Al i W& A A A

go] 7]E 4= st 3+ (Basic Principles of international applications: Free

32) OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data,
http://www.oecd.org/document/18/0,3343,en_2649_34255_1815186_1_1_1_1,00.html
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o

Flow and Legitimate Restrictions)o]al, Ul WA, oA HA sfE= zZ2 23

-

2l 38 (National Implementation)™} =A% 3 & (International Co-operation)ol] 33}
yEs g3

72 npel Yge Bx Adnd et g

Part Topic Contents
- Ausl pAd gojso] st Qo
1 General Definitions
- A zle] W

- AR $99 A

- Agnel Ao B@ A%

Basic Principles of |- 3% JRo AFE} Aghel] 3t =

national application |- H.eFe] Y3

- A9 Feld] B A%
S LECE

Basic Principles of .
- g2 2o AR Al gd nddF
international applications:

3 - AR WFl wE AT 43
Free Flow and

Legitimate Restrictions

4 | National Implementation

- AU pEstel BYsd A
- ke wbel A=t 89147]7)

5 |International Cooperation |- A X n3S 3 Ao A5 I

- AR oEg dF 94
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oJo]A] OECD:= 2002l o]28 Axmrek 31 sxzholwmAl 2 (Working
Party for Information Security and Privacy)® FE3s}ol] 1980 7Fo]=g}ele] 74
dAAS FAs, ARA LG YEQAES £3 OECD 7he] =241 (OECD
Guidelines for the Security of Information Systems and Network)'¢]g}&= o] & o
2D 04 2) A9 3 WS 4 &8 5) WUFFe 6) AFHE I T7) BeHAA e} oY
8) ety 9) AH7Y T 97HA e Bt H o] tig WES H2 AEE Ttol=¢}

o
i
jusl
=
oft
o
fr
Do
S
S
o}
L
2,

W) ¥l OECD report3del] w2w OECD7F Al 2 vl st
JRelAR BIFAA x| (Privacy Notice)+= AMZE 7IAE OECD Guidelines?]
2 w71 9% §8&% =R, 2ee axs Fa ghdsforst JHE AL
gt MJER stolw ARE Agozn F&otA A8 & ArF sk
g =0l HojoF dttia st OECD7F 159 /i re] dig 7|& o
TE A ool Tzl mRA AARRL BEE e 74 HUFY 245

of AnF BAAFEES o] st 2},

1. Identify data flows: /W1 K el =, AME, T4, BE, #d7|e #As =

4o BAEL sotsta ook k.

2. Conduct a legal review: ojw gt W A, A
g2 {1y aAso Falel Ao JAAR £ AREA fE] #HsE

A=A daL glofof

3. Prepare a comprehensive privacy policy statement: B4 ZZ o] 7] A KW
Ho Ay Ao s B AlgEo] ¥ZHoR o £ JYEFE EA
5 ZAdalof gtk 2o o] wAe A4S grE] fs AR w

& HES dfof g

33) OECD (2006), “"Making Privacy Notices Simple: An OECD Report and Recommendations™,
OECD Digital Economy Papers, No. 120, OECD Publishing.
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4. Develop a simplified notice: 2B AFE0] 159 /HAA K}
A=A GA olall T = AeFH T ARE ¥ HFa P

Awrshor weh,

5. Test the usability of the notice: ZFZA3}E x| HFHo] Al xlof A o] &) 7}
A3 2EAA HIFHJAAE &7] A3 HAEE sofgit.

6. Disclose the simplified notice: ZF2A3H uAE ZZH 9o HArlolEd F) 3}
At A Rpoll Al ko] Jile] ARIF AFEE AW S A J
st oS & ALEE slof shoh B H o m AFALEe tisiAE daxt s)

= AtEES A8 Bo AR Aos BAs ok gk

AA AR5 2 OECDAIM = oA 3 e dPE MAPHR HEo
Aol disl Agrsta 9llar, 1980 Ui E Aol ol277A] A&H oz AAA
H RS e FHES vdse #E EA tid H S Asith OECDe 3
Ao HF ExHor WEY PFAYES vtddtt i 7k 1t )
AFRBT ] FFo] A thE F 7] wiel, OECDe| 7tel=gkl =} 7)<l
DA E AT Al FFAQ AFozZA ] ouE Aty
ek o glrh o] 2 QA3 FYHELS AT el AR BEd dig FAHAS

Y 4EEE 5 oy, @3A0

o]

fadles Eole Hdd: SAAd dFS VAL Utk o I7rEL oY d

71l stEo ZA=re] ARREE #d e vhsta 9led, OECD =7hs &

nEs fdAgel dal TR 25e odd AARR EA ta oL
oot olme WiES AYFAEA, a3 agE ARG FAe] A
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oJg WAL A=A olurlw A,
A2d w =

L% AAAERs Bd P8 A

oA ZelelmAe] mEsh BEstel W =t FAPH A 19724
AAE  AEAE A omRE AZA o]z s 19749 ArjHoz:

Hx2 zZgolmre Ag7F E3F ‘Privacy Act of 1974’7} YR IH ). v =
o] MAABREE WELS FTFHEY VIRl Halyo] 7 HokolA Hd ¢

okl A IR woe g o]l Alvid W 1 el st RarE Al

TETHEET U5
AdukH | Privacy Act of 1974 -
Freedom of Information Fair Credit Reporting Act(1970)
Act(1966) Family Educational Rights and
e E-Government Act of 2002 Privacy Act of 1974
=r Security Breach Fair Debt Collections Practices
Notification Law Act(1978)
—California Senate Bill Right to Financial Privacy Act of
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1978

Privacy Protection Act of 1980
Cable Communications Policy Act
of 1984

Video Privacy Protection Act of
1988

Health Insurance Portability and
Accountability Act of 1996
Federal Information Security
Management Act of 2002
Controlling the Assault of

1386(2003)

Non-Solicated Pornography and
Marketing Act of 2003
Junk Fax Prevention Act of 2005
Telephone Records and Privacy
Protection Act of 2006

[3% 5-3]

Privacy act of 19742 A#HXWA 7224 ¥ A 2 (personally identifiable
information)¢} Z-2 o A= AFEEHX F3 Qo 7] E(record), 71E9] A
Al(system of records), A% 7]Z(statistical record)el thadt A7t e} Ut}

% Recordel tigh Ao)& AHuW ‘WSFFE a85AHNYE, HIVE, 957

A
2, 18718 5ol HAHA FAW & A olFH Ful WE, AR, Bie, 4

(ot
rtl
o
fr
ro
AL
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e
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o
2
=
ok
1o,
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e
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)
e
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e Wate] AA dee] 7€ W
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&9 dux o] FoXa Q). HEHEAl ZEtolHA BHE 9 B 7|5
& (Telephone Records and Privacy Protection Act of 2006), 52 &
Ho| digk s 9 2 FX o t)st HE(Genetic Information Nondiscrimination

2008) & M= Watel AdS Fol MALES] RIS HA w@evt

A& 1A= E 3= Data Breach Notification Act7F A <r& 1ar, Hob $uk AL
Ao gigt dxAHom uxF FoaH AHAE HIs e S HHOZ e

HEGH) 2%

Identity Theft Red Flags and Address Discrepancies Under
the Fair and Accurate Credit Transactions Act of 2003

Genetic Information Non-discrimination Act of 2008
Family Educational Rights and Privacy: Final Rule

Al 787

E

e

[-'O
i
o i

Data Breach Notification Act

Free Flow of Information Act of 2009

Student Privacy Protection Act of 2009

Data Accountability and Trust Act

[ 5-4]
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o7l FEE JL vTol AR GA] o AH|[Ae] PR XAHR T A
A i1 R et A E A RS GG e 7 U HAaF AdE A
H = 2] gkt Aottt AME B3 E 9alA AAAZEEE Zojd np QA
w34 Opt-In v. Opt-out W29 =& <o AR 7| EHA] #AFE A=
fre HEe]l FHHA Eeka v

g5 Wy olyA| 9k u]= FTC(Federal Trade Commission)ol A+ o|¢F &
date] FejA R 7wkl 2Tl Faum s BT F e ZoolwA & &
Aol A at7] s AFAAL, A, ol & £ oAs FHaEke] 2009d 2497 ol
“gkel el Fare] thdk A& Al ¥ F (Self-Regulatory Principles for Online
& th35) FTCol A ®EE 7hol=g}dlo] wp=w 1

Aegeowd ANHE A5 Gev 2,

o]

1

l:l:l

Behavioral Advertising)”<

1) FHA 2 A2HA} EAH(Transparency and Consumer Control)

2) Z&v|AF gHo gk ]l Bty AKX B 5-A$H(Reasonable Security
and Limites Data Retention for Consumer Data)

3) 71E ZetolHAl A gk Fuigt WA Al WAIA Y F5(Affirmative
Express consent for Material Changes to Existing Privacy Promises)

4) qF Fiu 2AS g WAFR o]& A HWAA Fo g5 e X4
(Affirmative Express Consent to(or Prohibition Against) Using

Sensitive Data for Behavioral Advertising)

s

Al Al A

=

o] RaAo] tis] AlEEe] FTCAlA 714 s a3ttt 233t
=, o] Zhol=gkelo]l JHRIA R &} #eEdte] o= Fwe] WA Hotdor
= Aol #3 WEoATh dlE 50 o] Zrel=ekledl thste] =Hste AMEES
MAAR Fol A 2H7ls3lA S AH(data that is not personally identifiable)
7F o] Jhol=Eils FElA HEE g e el Fae=Add et 4lzEA

wolshgith, o tiste] FTCE of 7bol=ehelo] AQE Halsh wald 4

OH
o
o
i

-

oiff

4

34) o7, Sl Zeto] AR EH(0L), FAlZefo]wA aH (01, 03, '05)°] Toj¥ uf 9l
35) http//www.ftc.gov/0s/2009/02/P085400behavadreport.pdf (2010.8.25. 4-%).

o
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F e AL} Awg £ b Aolda W oW AuetE 1 nsel oy
of Hojo Frka vigataich. elm AulAs waste] AAH o W An

o mE o] lolugpdlo] Uy HF o %5 &2 Ao| oy M= A
7Rt ey e Zepdls wEEa Avap Zelol WAl Haol tE 9H-e
1B A FolA & g e dE o

Fate AY oy, B thde] glo] Auzp ZEtolHAIE BHEE F e
o W& 99 o] gwrsojAof drtn 152 FEIAL. AR o] stol=g

AL 71 ENA A ARe deFa HFLS AMNAFATE HAde= 2

= A ARG E An2E
T At HolA o=
g o] gtk HEE W)= v B AR BF ek Al )
A vl A obH =AY o X7} EAste ZheHl, ol #A S HEo
= A AJIAR #d A ool ST F J=F 7] flste] @
HE AERE sty 2R AAES dsbehs WA o® Ygstal
e Agols Wzkel AsatArE SAHL e, AAAGRe] Feel=
CTIA(Cellular Telephone Industries Association)ell 4] LBS o]-&e°l #3 #3H&
st A RSl AEH o FAAFEE WEsta vk CTIAS 7he]=gkel
2> Ay FAHAA 7%= A (Notice), &(Consent), HSIF} HZE

(Security & Integrity), 183 7% S HAS 23t 9lv}.36)

36) Best Practices and Guidelines for Location Based Services:
http://www.ctia.org/business_resources/wic/index.cfm/AID/11300 (2010.8.24. W),
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2. MAAR A3t A A E A¥HT
7}. Remsburg v. DocuSearch AFA

19991 W=+ New Hampshired] 4 QQEJ Ul A B AFO]E(SNS)E o] &3 #pilo] u}
goyd FH2 oo AN E et AFFAE doldl 2EAV A 1 oA

e
Bl 3 F e AF9FE 2T 7 Avks HolA Aol A4S Ao
F= Abdlolth. o] AbAe] thsf 2003 2¥ New Hampshire tHH#92 JAAEE
Atz st Hepar FREsHA & oo Al #ujdowA FtE Al o
A 2 FAERE AgE #YstA KT AEY TS, FAHEEANA A]de] AS
T vk FA SIS

t}. Choice Point A} AF£133)

& el #vfiste AR A dE7E SsHA HAd 20009 TRkl = ol
g 3|AbEo] wlm delA 1507] ol ew Frtstdledl 2w o5& S 50%
Hol W I wHle] AdARIE BHoR w=EH= Ablol dojuA HUo
of T 7F¢ AA olrt © AE w=eo JiRIAER #PA T sl
‘Choice Point” AF9] Abzielth, &3 51do] o] dojx|nk 1

VE2 259 79 AR B

olgg Br R FoAo et Tt Wl deA], AE =E&EAES T

Al AFFAE 913kl Choice Point AFS] Hlo]Ej#o] 2o H13llar, o] & <l

37) Remsburg v. Docusearch, 816 A.2d 1001, 149 N.H. 148 (N. H. 2003).
R) FTARETNTY, JAEU AJAFE =SR] B ZolHA] BE e A, 2007. 12
pp.59-62.
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3l Aelxyol Frl 3wk 53] Wol FERVF fFEHA HASW, 2 oAFr) v=
dogem ¥ 20049 A= deiArE S 14vt He d3ste Adem A}
HAdv Az AR =E&AEE 2003dFE ofdel &3 Bl ARl ASHRE
Abgste]l AlEIVES S xR Rd sl ARYS| 79t AP E Choice Pointol
Bl AR A4S 55, 283 dyer 2 e A= HEdS
S 7HA L 3Ab diolgHlol 2] 1vE T oWy HES ste] tE o5 AR
< A

ol Abzioll thal] m= ALAHAASFTC)NA = 2006 1€, 7HAA R FH 55
gk 2 Ags 55 olf® 1HW 9y dEa 3 5Wnt de o] Eaujds
ARSI ol v FTC7F Fa43k Hgat Eafulde) b o2 Zale] H ko
oo, Eajujgolelel= WES g= & AEH 9w 3A =(Punitive

of sl QT HATE WF A

Choice Point A} AFZo] AlAbahi vl Ao) AbslolAE Y 71&5 4 7]
so wgw Qdad A7 ANE w2 Abold Alle] Aust Eele] s %

S oQuks A, ey nEse i W Awgr A
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A3d FH9%
1. $99% MAAuns #d WEY A4
7F. 1981\ % <F
FUAT] AAARRS B YEo] vl St A3 Aozt 1
2gad FARtE Aotk £

=
AA FFA FE&EA Agom AZdd AL 1981del FH3 oA A=

RAAR Sl A=A #HI e HFo] B3 ZF(Convention for the

o
o e

i

Protection of Individuals with regard to automatic processing of personal data)
ojt}. o] ZoF2 198011 OECD®| 7hol=ghelo] Aegl 2 5o niz A 24w oH,
A 2 71 SolA HFE A&l wojuta dHeoly Aeule] o] go] gujd
of wel LAY 4= A= JHQle] ZeeolwAl M E WAskaL, JiQle] ARk A
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o] kS HET FUbe dx, 299, 299, =24 ], A2, ofdd
=, 2 59, dvka, ofdd= F 107170l dth 2] AEe dgloy )
=& 2 w7ke dEdd=s 23] F g=olle, of 242 AHS §

HlE=7HA] A7 STkl e Ant o] M A7) WEel FHAR A=t

al

o] HEgEo] dASA Frhe EAHS ol A= o2 I ZAE =
Eak7] fleke] 1995 109 24l NG R Hejot AfFrRe FEol ¥ Il
1A B B % X %’ (Directive of the European Parliament and the Council on the
protection of individuals with regard to the processing of personal data and on
the free movement of such data: 95/46/EC of 24 October 1995)¢] €} =| it}
of AL =& 1981l AZdE xS ®Enlg o= stal glow HJA] FENE
B BFatel fEstn qdn.

3w

)
4

D =43 AQgRel A

o] A& &3] EU Aol EEl=d, EU A9 Al 1x& A4HrW

St A, B8 1 FAAE 53 A9 A

of Slm, 1Ee HUF AR AFRE B8N WHE AdSAY FAY
Atk 1714 A REE ol AR =Y el A 2% AvmEwW A
W(personal data)? AHFA AANE AdAAY LT 5 dx AT B

H BE ARE on|sta, 4753 JQl(an identifiable person)o]gt = A2 Al

AEPbs WE Fe e AAA, ded, AaH, FAH, B, A5E g
4 Be BYE e BPHoR ofgdte] 1 AUS Wes o] A5 A
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S 9wt el AR A (processing of personal data)@ 3, 71E, %
2, A%, A8 % iR, A, B AR, A, AMEEl 5 NI RS Bk

Qe Ades 49 e 499 AFE e g

WetA oleld AFe AAFEC] dAA AFPoR Adstel By B
BE Aue e AL TRHAT, o xop] FeIFA g Tkt EUII

7kl dal A A os GFS MAA X FHoR= oI o] v

waah vhze] 44 kel gtk mE AR EUskel @4 Sld Aagnn
S U@ AeTFAt ARAASE EFF Aol st Ul AT YA AN
B9, olF W3k Ago] Wtk FAZ FUL AolLek] 942 nHy EUT
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o F FrHoR wEoxl WatRE ARFAFEAA UG R A
2 =Zgo)lwA] HEo] 3 % 3 (Directive of the European Parliament and the
Council concerning the processing of personal data and the protection of
privacy in the telecommunications sector: 97/66/EC of 15 December 1997)3} #
BufHEgosel JiARe] w3 2 Ao ddd /e Bz E fe A
(Guideline for the Protection of Individuals in connection with the collecion and
processing of personal data on information highways: Recommendation No.
R(99)5) Tol Att 53] AR Adair = HAASA FolAd AIFE A
2ol ZefolH Al Hoe w3k fFHAF AR 2002/58/EC (Directive 2002/58/EC
of the European Parliament and of the council of 12 July 2002 concerning the
processing of personal data and the protection of privacy in the electronic
communications sector)7} Utk L FHAFANA A, AAFE MES AR

EES s

i B!
® Regulation (EC) No 767/2008 of the European Parliament and of

The Council of 9 July 2008 concerning the Visa Information System
(VIS) and the exchange of data between Member States on
short-stat visas(VIS Regulation)

® Regulation (EC) No 1338/2008 of the European Parliament and
of the Council of 16 December 2008 on community statistics on

A public health and health and safety at work

e Regulation (EC) No 223/2009 of the European Parliament and of
the Council of 11 March 2009 on European statistics and repealing
Regulation (EC, Euratom) No 1101/2008 of the European Parliament
and of the Council on the transmission of data subject to statistical
confidentiality to the Statistical Office of the European Communities,

Council Regulation (EC) No 322/97 on Community Statistics, and
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Council Decision 89/382/EEC, Euratom establishing a Committee

on the Statistical Programmmes of the Europea Communities

e Commission Decision of 12 December 2007 concerning the implementation
of the Internet Market Information System (IMI) as regards the
protection of personal data (2008/324/EC)

e Commission Decision of 25 March 2008 setting up the 'Platform

b
o

on Electronic Data Retention for the Investigation, Detection and
Proesecution of Serious Crime’ group of experts(2008/324/EC)

e Council Framework Decision 2008/977/JHA of 27 November 2008
on the protection of persnoal data processed in the framework

of police and judicial cooperation in criminal matters

e Commission Recommendation of 12 May 2009 on the implementation of
privacy and data protection principles in applications supported by
Ha 4 radio—frequency identification(2009/387/EC)
oA e Opinion of the European Data Protection Supervisor on the final
report by the EU-US High Level Contact Group on information

sharing and privacy and personal data protection(2009/C 128/01)

EUM = olAd gaFed UHEs 4oz qF&she Mitee] =

IARE EUCl SlojAM = mjAd jlg sl viste] 279 &8 9 HFof
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o
)
32

ot A
2 Rtk vy A AARoR wE F7bel JgEe] Aol AvtEER 2
2ehel WAE BN aulAEe] Tl AFolt Ae Fusk 2L AL 4

gto] 250l StEd Fus Alwst= Zol wdstd Ay FusA @A, EU
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o] = Directive 95/46/ECell ¢]3] ¥ Article 29 Data Protection Working
Partyel olate] 2kl Bt53 Fare] tigh ool AA =S

of Hwhol ofa] 2 HILA
ge Faurt 7hAT & F Ade AAAJ]D ol disid HE ES AAEHA
FARE 2n ke Y ARE F5te] 23ls 159 A" o] &ste dES
djdor e ZaolHAAS Hafside ¢k He= el 08 AR B
FHojof gt = Ay dFHe] Ao m o] FofHd ¢ Avpa DetHA W=
FTCRT =g qtAle s Hau Ak 53] ol &ae] Fxlo] F71& HAs
= oy 78 AAE FaA LEY ARE S5t A oAM= F o
SAke] Al Wk Fo|7t lojo & Arxstal lal, olwjolk Directive

95/46/EC= 7|24 o2 A&5 = Aol7] witel ol Axd /HAgre] W=

an

e e 2EY 2ol Aus AFH) AN ol §AEe] WEAY Ao]E
So AuE wuHon FPtE AN Mol F 0§24 el BE

g 7] el 7IdEe] ARE FHETE AN AA I v AEd A T
7N

(Transparency)stAl AEF = Aol 714 23}

ro

Aol diste] A% FAS A el 2
o 93 maln,

A% N E Az &

i

2. 38 AEE

7F. 29 Street viewell W3 EUS Al A4

o

TZol 9% ‘AEHE {(Street View)'s TF Y, FF o] TolA AE
A BGE F Fare FAES 360°= s Hdarty 9

= 7le2A g A

44) http://www.bloomberg.com/apps/news?pid=newsarchive&sid=a2Tbh.fOrFB0
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HZ gsked 2929 AW dHoly xE HR YU (FDPIC: Federal Data
Protection and Information Commissioner): 22912~ A A o] Heto] AA

9 w7k Fe] x9lzelA HRYF RE ANS AAet o o4 HILS B

it

flies sfdeta e stk AAR o] ARxle] A9 A A Adzol A

2l

fd

A ol frelt ol ARE Aol AAH ARE FS F e

Wb
)
)
)
rir
>
Lo

A
Folls 44 Ao Hguojof && u53hd FDPIC7F Googleol ol &
of Wiste] WA WS ALHoz Aot FEol veHe HE
=

I %o =9 2EZE J{ AYAR ] B2 AlEe] dEo

M

i

<

AFA WEHe] THE FEHE Aol AR WA HUY) wEolu,
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s, Jielel A E Walsh Bl BAZ ANG B
HAG 5 YEF s gon wA FA/BAE oldF Fald A Y =

ofstar gloy & FAZE HA @gkr] wiell, of Mujx Aol e SAE W

ZERE B} ANaE B AFHE olnAs AGBL FhstE Ao haa
2912 WRAAE o} 4 EsE Aol §la, FDPICH +2& Axd o A%
HAFA7A W 27 ° Aol AUAAW AERE Rrb AR Av s
Qe e detEel YolNE e BA FEI AVE & ] e 299s

GHo Aol wHHo] olest FAF B TAE thFE ARECd oA A WA
I Al 7 2 Flolg ol dE

37 EU(European Union's Data Protection Working Party)oll A& 2ol Al
AR Auz=E7] Al § 1do] Auar yAopnt AAlE = ARRIES, #9H AL

Mul 2 57] AlAEA] 670E Sl Al AS Aaskdvh o Al oA T

Fe AQE Fal BAZ Qojurhd ApHlel oW g s s oA
8 5 9 AelA oFMAE AFSE e oA = e BHEF ool
i oh$s

Foo] e B adA A F(Phorm)Abs 2epdlel A Anjate] AR e 4

o] 1 MRl A 2EE FE A F3Fi= WebwiseDiscovere] MBS AF

46) http://mashable.com/2010/02/26/eu-google-street-view—order/
47) http://news.bbc.co.uk/2/hi/technology,/7619297.stm
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i Fosk= Aol7] el < o]l A EEWAMRE SEY Fas A
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Aoy o] A EU9 AFY 2 71949 1Al 71 = (Business, Enterprise and
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Abstract

1. Title

Legal review on protection and use of the personally non-identifiable information

2. Purpose of the study

Nowadays the context of using personal information is getting more various
after the development in ubiquitous computing technology which is used for
collecting and using the personal information data. There are a lot of sensors
around us which are collecting people’s personal information; besides, online
behavioral advertisement which is targeting individual consumers is booming
due to the development in the technology of processing collected data.

Thanks to this situation, we can achieve efficient use of the information and
the total amount of social welfare(including consumer surplus and producer
surplus) is getting bigger. However, the infringement of information owner’s
privacy, which is resulting from indiscriminating collection and use of personal
information, has become a socially serious problem. The scope of this problem
is getting various and serious. Unfortunately we can predict that legal, political
and economic conflicts concerning protection and use of personal information
will increase more.

This study is done for reviewing and analyzing the legal principle of harmonizing
two things which seems quite contradictory: protection and use of personal
information in the highly-developed ubiquitous environment. In particular, this
study mainly focuses on suggesting the principle of wusing personally
non-identifiable information. Previous studies have focused on 'personally
identifiable information’ including name, resident registration number, e-mail

address, etc, which can identify the specified individuals. That is, the main
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concern relating to the infringement of personal information is usually about
'personally identifiable information. Furthermore, currently law and policy have
already been made and enforced as well as the theoretical research.

What makes us worried is that personally non-identifiable information such
as site—access records, service-use records, interesting fields, purchase and
payment records, IP address, is also collected for providing targeting-individual
service like personally identifiable information(name, resident registration
number, e-mail address). This sort of service is typical in the advertising
market. Nowadays firms are converting their off-line marketing strategy into
the online one and striving to collect personally non-identifiable information such
as people’s behavior, propensity to consume and location information, which is
treated anonymously and cannot identify the information owner by itself, for
its efficient marketing. By using this advertising strategy entire social welfare
has become larger, for firms can achieve efficient marketing and consumers
can be easily given the important and self-important information. At the same
time, the problem of abuse and misuse of private information has become more
serious and the degree of the damage seems overwhelming.

Nevertheless, it seems that the current law which regulates the personally
non-identifiable information is unclear. Whether personally non-identifiable
information is included in the scope of 'personal information’ which is defined
in 'The law of facilitating and protecting the use of Information Network”,
Article 2, Number 6, is on debate. Besides, substantive and procedural principle
which deals the treatment(collection, use, provision) of personally non-identifiable
information has not been legislated yet. If the delay of making new regulation
about personally non-identifiable information continues, our attempt to find a
rational balance between protection and use of personally non-identifiable
information will come to fail and social cost from this will grow bigger.

Therefore, designing the newly-made law policy concerning the protection and
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use of personally identifiable information is considered very urgent and
important.

Under the circumstances in which personally non-identifiable information is
widely used in the real advertising market, this research reviews the various
context of personally non-identifiable information usage and tries to give the
law and policy proposal in the context of online behavioral advertisement. We
are expecting that this research will become a foundation in the research about
information protection and online targeting advertisement and be a good reference

for law and policy designing.

3. Contents and scope

The contents and scope of this research are as follows:

1) This research investigates the concept and types of personally
non-identifiable information and points out that the level of protection of
personal information can vary according to the context where the
information is used. This is directly related to the interpretation of
'personal information’ which is defined in 'The law of facilitating and
protecting the use of Information Network”, Article 2, Number 6. We will
review and check internal and external references about the concept of
personal information and raise the problem of which amount of protection

is needed in the context of online behavioral advertisement.

2) This research will review Korea’'s law made for protecting the right of
self-determination of personal information. Now, Korean information
—protection law is divided into two parts: public sector and private sector,
and in private sector "The law of facilitating and protecting the use of

Information Network” has set a general rule and standard. Whether "The
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3)

law of facilitating and protecting the use of Information Network” is
applicable will be the first step to determine which law can give criteria
for online behavioral advertising. While interpreting laws, it should be
considered that personally non-identifiable information can be included in

the scope of 'Personal Information’ by definition.

This research will provide a comparative law approach about foreign
legislation about personal information and personally non-identifiable
information. This is for providing an implication from the principles of
protection and use of personally non-identifiable information in foreign
countries. After checking the OECD Guidelines on the Protection of
Privacy and Transborder Flows of Personal Data of 1980, personal
information protection law in U.S, and personal information protection law
in EU, we will find an implication by comparing the legislation of U.S

and EU.

4) This research will provide an overview of the theory of the Constitution

concerning the protection and wuse of personally non-identifiable
information. By doing this, we can check which position our Constitution
will take on the issue of online behavioral advertisement. This will be a
main focus on the regulation on the online behavioral advertisement.
Information owner can insist in the right of self-determination of personal
information, the right of privacy, the general personal right, property
right, and the personal liberty. Among these, the most closely related
human rights, however, is the right of self-determination of personal
information; thus, we will examine the significance, legal basis, effectiveness,
contents, and limitation about it. On the other hand, advertisers can insist

on the freedom of speech, the freedom of expression in advertisement, the
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freedom of business, property right, and general basic freedom. By the
way the freedom of expression in advertisement is the most closely
related and highly regulated among these, so we will primarily focus on
the constitutional theory about it. As far as online targeting advertisement
concerned, the two rights are conflicting each other: information owners’
self-determination of personal information and advertisers’ freedom of
expression in advertisement. The most important thing is to find a normative

balance between the two things.

5) This research also mainly focuses on setting the borderline that can
balance the right of self-determination of personal information and the
freedom of expression in advertisement well. If the situation that no
special law is made for personally non-identifiable information continues,
legal and political conflicts about this will repeat. In order to solve this
problem, this research will suggest a legal standard and detailed measures

in enforcement.

4. Results of this study

1) Personally non-identifiable information is the information that is treated
anonymously and cannot identify the specified person by itself. Compared
with personally identifiable information such as name, resident registration
number, address and sensitive information such as people’s thoughts,
beliefs, and medical history, personally non-identifiable information gives
us less worry about privacy invasion and therefore the level of protection
requested by the Constitution is low. However, it is possible that people’s
privacy will be invaded more easily by using second information derived
and synthesized from personally non-identifiable information than by

using personally non-identifiable information by itself. Consequently,
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higher level of protection should be needed for personally non-identifiable
information in the ubiquitous environment that a lot of information is

easily gathered and processed.

2) If personally non-identifiable information is now treated anonymously and

3)

collected and used without identifying specified ones, it cannot be said
that personally non-identifiable information is included in the scope of
'personal information’ in the law of facilitating and protecting the use of
Information Network”, Article 2, Number 6. As ’'the law of facilitating
and protecting the use of Information Network”, Article 2, Number 6’ is
made for protecting the right of self-determination of personal information
in the Constitution and it is based on the Article 17(the freedom of
privacy) and the Article 10(General Personal Right), it is reasonable that
it is existing only to prohibit the invasion of privacy and defamation of
characters. Then, it is right to see that this law doesn’t regulate the
collection and use of personally non-identifiable information which is
collected anonymously without identifying a special person. Even though
anonymous information were treated, it would be hard to acknowledge

that some person’s privacy had been violated.

Analysis of comparative law is centered by OECD guideline on the
Protection of Privacy and Transborder Flows of Personal Data of 1980.
Foreign countries’ legislation of protection of private information 1is
mainly divided into two parts: American law which regulates public and
private sector differently, and EU law which regulates both parts
together. By comparing the two, we can find out that ’'personal
information’ is defined as 'personally identifiable information’ like that of

Korean law. As far as online targeting advertisement dealing with
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personally non-identifiable information concerned, it is important that ad
providers should get the explicit consent from consumers to opt in the
collection of personally identifiable information, and the right for consumers
to opt out afterwards should be guaranteed for personally non-identifiable
information. It is found that those things are common in American FTC

guidelines and EU’s guidelines.

4) It is desired to find a good balance between the two in case that the right

5)

of self-determination of personal information and the freedom of expression in
advertisement contradict each other. It is not appropriate to put a bigger
emphasis on one and to firmly exclude the other, so we are trying to
find a balancing-standard interpretation of law, considering the principle

of proportion in the Constitutions.

If it is agreed that the special law for regulating personally
non-identifiable information should be essential, it is important to find the
equilibrium that can balance the right of self-determination of personal
information and the freedom of expression in advertisement. In this
research in the context of online targeting advertisement by using

personally non-identifiable information,

@ It should be notified that this advertisement is based on personally
non-identifiable information

@ the right for consumers to opt out that advertisement should be provided

@ the person who is in charge of online advertising by using personally
non-identifiable information should be specified

@ the institution for monitoring online targeting advertisement should be

installed
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In our research, what is the most important amongst these is that the
consumers must have the right to opt out the advertisement. Furthermore, the
details about counterpart, timing and procedure of exercising rights will have

to be conducted more deeply afterwards.
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