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Digital Safety Content Report

The Digital Safety Content Report (DSCR) covers-actions that Microsoft has taken in relation to child sexual
exploitation and abuse imagery (CSEAI), grooming of children for sexual purposes, terrorist and violent
extremist content (TVEC), as well as non-cansensual intimate imagery (NCII).

Download the current report >

Digital technelogies allow people across the globe to share infermation, news, and opinions — which, together, span a broad range of human expression. Unfortunately, some pecple use online platforms and services to exploit the darkest
sides of humanity, which diminishes both safety and the free exchange of ideas.

At Microsoft, we believe digital safety is a shared responsibility requiring 3 whole-of-society approach. This means that the private sector, academic researchers, civil society, and governmental and intergovemmental actors all work together to
address challenges that are too complex — and too important — for any one group ta tackle alone.

For our part, we prohibit certain content and conduct on our digital services, and we enforce rules that we've set ta help keep our customers safe. We use a combination of automated detection and human content moderation to remove

violating content and suspend accounts

The Microsoft Services Agreement includes a Code of Conduct, which outfines what's allowed and what's prohibited when using a Microsoft account. Some services affer additional guidance to show how the Code of Conduct applies to thes
content, such s the Community Standards for Xbox. Reporting violatioris of the Code of Conduict is critical to helping keep our onfine communities safe for everyone. More information on how to report vialating content and conduct is

included below.

Child online safety

Protecting children online
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‘Revenge porn’: Putting victims back in control

Jul 22, 2015 | Jacgueline Beauchere - Global Digital Safety Advocate

When someaone shares intimate images of another person online without that person’s consent, the effects
can be truly devastating. These gross violations of privacy are commonly {(and unartfully) referred to as
“revenge porn.” Unfortunately, revenge porn is on the rise across the globe. It can damage nearly every aspect
of a victim’s life: relationships, career, social activities. In the most severe and tragic cases, it has even led to
suicide.

Much needs to be done to address the problem. As a first step, we want to help put victims back in control of
their images and their privacy. That's why Microsoft will remove links to photos and videos from search results
in Bing, and remove access to the content itself when shared on OneDrive or Xbox Live, when we are notified
by a victim. While people have been able to report to us in the past, we've set up a new reporting Web page,
available today, to make it easy for victims to let us know about these particular photos and videos. It is
available in English now and will be expanded to other languages in the coming weeks. When we remove
links or content, we will do so globally.

Clearly, this reporting mechanism is but one small step in a growing and much-needed effort across the
public and private sectors to address the problem. It's important to remember, for example, that removing
links in search results to content hosted elsewhere online doesn't actually remove the content from the
Internet — victims still need stronger protections across the Web and around the world.

Microsoft remains committed to continuing to work with leaders and experts worldwide on this evolving
subject, and we expect to learn a great deal as the process moves forward. In the meantime, our hope is that
by helping to address requests and to remove these extremely personal photos and videos from our services,
we can better support victims as they work to re-claim their privacy, and help to push just a little further in the
fight against this despicable practice.

For more information about the global problem of revenge porn, visit the Cyber Civil Rights Initiative or
Without My Consent. To learn more about online safety generally, see our website and resources.

At the time of writing of this post, Jacqueline Beauchere’s title was Chief Online Safety Officer.

Tags: Privacy, Privacy and Security
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