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SUMMARY

1. Solutions for Mitigating the Potential Damage by High
Altitude  Electromagnetic  Pulse of High Power
Electromagnetic (HPEM) Caused by Space Weather

Variations

2. Objective and Importance of Research

The infrastructures are merged and managed with other infrastructures for the
convenience according to the information industry and the automatic control. If any
infrastructure is broken under construction of the network, various industrial and
financial damages could be occurred. In addition, the electric power and
communication facilities are one of the most important infrastructures. The functioning
of society and the economy is critically dependent upon the availability of electricity.

Recently, some cases report that the geomagnetic storms occurred by varying the
sunspots have damaged to the electric power facilities, the communication facilities, and
the satellites. Similarly, the HEMP (high altitude electromagnetic pulse) occurred by
explosion of the nuclear and the HPEM (high power electromagnetics) caused by
artificially emission of the high power energy from the devices have been developed.
Generally, these pulses are called the high power electromagnetic pulse (EMP). The
EMP could make powerless state of all electric and electronic devices within few
kilometers. These are the critical issue in the world, and the advanced nations have
already researched the prepared program. Therefore, the research is needed to grasp a
point of the space weather and the EMP environment, and to analyze the relationship

of them. In addition, the examples of the damage caused by the EMP are investigated,
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and then expectations of the damage caused by the space weather variation have to be
reported. For synthetically analyzing these contents, we surveyed and classified many

research results and damaged examples from other countries.

3. Contents and Scope of the Research

The researches in the space weather and the EMP environment were in progress by
3 steps. In the first step, the basic concept, theory, and relationship for the space
weather and the EMP are defined and compared. In the second step, the damaged
examples and countermeasure of the EMP for preparing the solution of induced
electromagnetic pulse are researched and classified. Also, the congress report, which is
published by an EMP committee in US government, is surveyed. In the third step, we
researched and analyzed the representative dangerous index to recognize the risk by
the space weather variation in advance.

We defined the sun activity, the geomagnetic storm, and the ionosphere index of the
space weather, and analyzed the relationship among the sunspot, the F10.7 flux of the
sun, and the foF2. Moreover, the relationship between the geomagnetic storm and the
HEMP-E3 level is proved by the mathematical formulas because two different activities
have very similar performances, i.e., the occurrence patterns and effects of the induced
electromagnetic pulse. To minimize the damage of the space weather, the management
for a forecast and an alarm system is needed. Therefore, the disturbances of the
geomagnetic storm, sub-storm, and radiation belt are analyzed. These disturbance
indexes are Dst, AE (or AL), and Kp. In this research, we defined and analyzed the

disturbance indexes.
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4. Research Results

We researched the high power EMP study, the damaged examples caused by the
space weather, and the geomagnetic storm occurred by the explosion of the sunspot.
Usually, the EMP is a strong and momentary electromagnetic shock wave to destroy
the electric and electronic devices physically. The HEMP (high altitude electromagnetic
pulse) occurred by the explosion of the nuclear is the typical source, and recently
HPEM (high power electromagnetics) has developed for the artificial electromagnetic
pulse on the ground. Therefore, the research trends of the EMP are surveyed and
classified. The principle of the HEMP is researched, and the relationship between the
HEMP-E3 level and the geomagnetic storm is analyzed. The electromagnetic pulse
could be paralyzed the infrastructures, home and company devices, and all electronic
devices. So, we have to prepare the solution for protection of the EMP. Generally, the
electromagnetic shielding, various filters, and the protection devices are needed. In the
US, Japan, and EU, they are preparing the guidelines for the protection program.

The US Congress report presents the results of the Commission’s assessment of the
effects of a high altitude electromagnetic pulse (EMP) attack on the critical national
infrastructures and provides recommendations for their mitigation. The electromagnetic
pulse generated by a high altitude nuclear explosion is one of a small number of
threats that can hold our society at risk of catastrophic consequences. The increasingly
pervasive use of electronics of all forms represents the greatest source of vulnerability
to attack by EMP. Electronics are used to control, communicate, compute, store,
manage, and implement nearly every aspect of civilian systems. When a nuclear
explosion occurs at high altitude, the EMP signal it produces will cover the wide
geographic region within the line of sight of the detonation. This broad band has the
capability to produce widespread and long lasting disruption and damage to the critical

infrastructures that underpin the fabric of society. Electrical power is necessary to
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support other critical infrastructures, including supply and distribution of water, food,
fuel, communications, transport, financial transactions, emergency services, government
services, and all other infrastructures supporting the national economy and welfare.
Should significant parts of the electrical power infrastructure be lost for any substantial
period of time.

The sunspot activity is related to the geomagnetic activity of the earth. The induced
electromagnetic pulse occurred by the geomagnetic storms is similar with the EMP. The
explosion of the sunspot makes to change the density of the electrons on the
ionosphere of the earth. This problem could be blocked the communication between the
base-stations and the satellites or the satellites or base-stations. For analyzing the
problem, the occurred geomagnetic storms for a decade (2000 ~ 2010) are surveyed and
classified. The guidelines for an impact are using the Dst index. If the minimum value
of the Dst index is more than -50 nT, we classified that the geomagnetic storms are
occurred. As the analysis results, the Dst index is equal to the decrease duration of the
sunspot. For the index of F10.7 flux and foF2, foF2 values has violent disturbance
during the occurrence of the geomagnetic storms. Accordingly, the variation of the
F10.7 flux and the foF2 index has occurred by changing the number of the sunspots.
However, ‘short-term’ relationship is not clear among the geomagnetic storm, F10.7 flux,

and foF2 index.

5. Policy Suggestions for Practical Use

- The reference data for establishment of the national plans by the space disturbance
of the infrastructures

- The reference data for establishment of the plans to prepare the high power
electromagnetic pulse

- The reference data for grasping the relationship between the geomagnetic storm and
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the earth radiation environment
- The reference data for preparing the solution of the damages by varying the space
weather

- The reference data for developing the space weather activity index

6. Expectations

- The improvement of systems for national infrastructures to protect the high power
EMP
- The introduction of systems for preparing the repair methods of HPEM and HEMP

- The development of the prediction models for the space weather activity index
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A8 T+7 Z71719] A 7] T oY
JOLT 500 kV/m @ 100m | 300 MHz~10 GHz
IRA(Hi-tech) 128kV/m @ 100m | 300 MHz~10 GHz

Commercial radar | 0 1/ @ 100m | 1~10GH(1.285 GHy)
(mid-tech)

Electromagnetic wave
attack-radiated Navigation radar 385 V/m @ 100m

475 V/m @ 10m 1 GHz~3 GHz

1~10 GHz(941 GHz)

Magnetron generator

teur wireless | o0 V/m @ Im | 100 MHz~3 GHz
device

Compact amateur | v/ @ 10em | 100 MHz~3GHz
wireless device

Electrostatic discharge
attack Illegal CB radio 573 V/m @ 10m 27 MHz
Stun gun 500 kV 100 MHz~3 GHz
Lightning-surge 50 kV(charging 1.2/50, 10/700
generator voltage)
Compact lighting 10 kV(charging
i 1.2/50, 10/700
Electromagnetic wave | g generator voltage) / /
attack-conducted
CW generator 100 V~240 V/4kV 1Hz~10 MHz
ial
Commercial power 100 V~240V 50/60 Hz

supply
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HEMP &% 744
=AM WE A&
6100013 The effects of high-altitude EMP(HEMP) on civil equipment
and system
Description of HEMP environment-radiated disturbance basic
61000-2-9 .
EMC publication
61000-2-10 Description of HEMP environment-conducted disturbance
61000-2-11 Classification of HEMP environments
61000423 Tes.t methods for protective devices for HEMP and other
radiated disturbances
61000404 Tfest methods .for protectl've ‘deVICGS for HEMP conducted
disturbance basic EMC publication




61000-4-25 HEMP immunity test methods for equipment and systems
6100043 ngh—altlt.ude electromagnetic ~ pulse  (HEMP)  simulator
compendium
61000-5-3 HEMP protection concepts
6100054 Immunity to HEMP-specifications for protective devices against
HEMP radiated disturbance-basic EMC publication
61000525 Specification of protective devices for HEMP conducted
disturbance-basic EMC publication
Degrees of protection provided by enclosures against
61000-5-7 L
electromagnetic disturbances (EM code)
61000-6-6 HEMP immunity for indoor equipment
HPEM#H 712
=Mz A5
61000-1-5 High power electromagnetic (HPEM) effects on civil systems
61000-2-13 High-power electromagnetic (HPEM) environments-radiated and
conducted
61000-4-33 Measurement methods for high power transient parameters
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] recommendation
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ok Al 7HA 58] BaZo] 47t of 100vhe%, 198 %, 102 otk [17 2-13]9
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Z7] E19 &S ZAFEG 2 AR o5 Aoz Sle 7He FilAM A AT
dohs AoA ta t2n, JEHE HdoX U AR B AdS FEgh o] A
She H] Aoz Am adte] wEbA S FH FHld LTS do 27
HEMP 33 A Anlol] F2d A8, A 53 o] &2 =43 Z¢sted 2
Aot Aks A Al WEE Axdnh El 334 e A7) oA
A E A vl FARITE ESD(Electrostatic Discharge)Al= pRo] A2 P]E o A 5E 10
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3. HEMP-E3

HEMP®] E33}8(MHD EMP: magneto hydro dynamic EMP)E 1~10% %to] 24
3} Bubble EMP(BEMP)9} 10~300% %<+ ¥HA¥38l= Atmospheric heave EMP(AEMP)
F FF7F 3tk BEMPS} AEMP= AAF Gl b2 &893 S4ws}, 28 o
3 SRR, A7) wAE FFe vIsEeh T B399 (MHD-EMP)2 A4}
FZ ool BT A7 BT dEAT FARE 38E T v R

A7) Y= 73,

R

23] 215] HEY A WAkSl= MHD-EMPS] 5 7ix| &l

DR~ o o g R R s e i
Earth Girowna

- e

2} 8:M.Rabinowitz,A.P.Meliopoulos,EN.Glytsis and G. J. Cokkinides,"NUCLEAR
MAGNETOHYDRODYNAMIC EMP, SOLAR STORMS, AND SUBSTORMS",1992

7. Bubble EMP(BEMP)

E3 919 (MHD-EMP)9] F £7 T 1~10% &< 2Ash= 58S BEMPEa -2
7] B magneto hydrodynamic(HAHrA) bubble©|t}. ©] magnetic bubble ©]-
3t g I FefEo] olFshA A FA, BASHEA whEoZith dEwe] I
Al Ee 2= AT Fol xrayol o HFGsEo] T o]L3} Hr o] 23}

® B0l 7] £% 10° m/secS 7HAY WEA o]FshdA Zekzut A (plasma



shell)& B Bk Fehzr Ao AmAolold, Fehzrt 4 oo AR 471,
A Qo] Aol Wz WA sl AT 4G WaE FAsIE BFoE 45E
oh Eehznh Ae WY AAAY, 1 A9 ARE 27 A%W A9 AL FYx o
2 EY2E B koot ARATIgel A Av1go] Wasa Axel AR
s2t &2 geRs fEs1Ag] 401 fEsldge RAsgel dF ax
£ RS o BAse 47E BAS WA W HRold), Hehzel Ao
A AARA, 17 21648 A aEe] FL2E AFAEA AT A5
Lo} WatAIIE, A Gl FU2UL A G Hek HH BFSHE Sehart e

HEA HH, A7) A ke g o7k H.

[O2! 2-16] siZ=etZ 0I5l LHSH= BEMPO| 2|5 A4Ai=|= Magentic bubble

Plasma Shell

Ear

Z]-E:M.Rabinowitz,A.P.Meliopoulos,E.N.Glytsis and G. J. Cokkinides,”"NUCLEAR
MAGNETOHYDRODYNAMIC EMP, SOLAR STORMS, AND SUBSTORMS",1992

2 7)) 7FA3 AXES 534 magnetic bubble®] 715 FE 4 Utk T3 Z7]E
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"ok A7) del P49 magnetic bubble bubble?] ©]F-F A A} F
7IAEH 2 7] JPEHE Tk HEA Zepzvt A Fo ATt 2ol
W BAs AFEA Hd 27 229t oS 42412 magnetic bubbleo] 7|2 ALt
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Lt Atmospheric heave EMP(AEMP)
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X}E:M.Rabinowitz,A.P.Meliopoulos,E.N.Glytsis and G. J. Cokkinides,"NUCLEAR
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A 8:1EC/TR61000-5-8, “Electromagnetic compatibility(EMC)-Part 5-8: Installation
and mitigation guidelines HEMP protection methods for the distributed
infrastructure, 2009
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X}E:M.Rabinowitz,A.P.Meliopoulos,E.N.Glytsis and G. J. Cokkinides,"NUCLEAR
MAGNETOHYDRODYNAMIC EMP, SOLAR STORMS, AND SUBSTORMS",1992
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NED Greenland Magnetometry
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L o

Blue circles DMI magnetometer stations
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SDH A% Full circles data from preceding day are transmitted
to DMI via modem and telephone line
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® 0« Open circles data are stored locally and sent to DMI
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Sunspot Cycle and Maximum aa* in each Magnetic Storm
W e e w0 o0 e 0 w0 1950 e o0 e o w200 Date Peak | Peak
aa (nT)| dH/dt
(nT/min)|
& (14 May 1921 | 680 5
e $ Jul 2000 | 440 2
H H Jul 1982 497 0
£ H (13 Mar 1989 7 92
£ 29 Oct 2003| 7 83
3 26 Jul 2004 | 228 82
H 3 28 Mar 194 65 70
H § 06 Nov 200 0 64
= 05 Jun 199 6. 64
13 Nov 1960 | 568 55
R 09 Nov 2004| 363 55
1865 1875 1885 1855 1905 1915 1925 ::5 1945 1955 1965 1975 1985 1995 2005 08 Nov 1991 578 50
08 Jul 1928| 656 50

Fig. 3. Large storms identified by the peak in the 24-h running average of
the aa index, overlain with monthly smoothed SSN. The largest storms Tab. 1. Largest rates of change in H at EBR
recorded at EBR and those during the last three solar cycles that provide

large rates of change are indicated. [Adapted from Thomson et al., 2010].
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T3 YN AHE AR =] Ak 1A MIL STD 4619 874K o
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4744 94 AlEy e o9 718 qF A5 NE
A Fu< 50 or 60 Hz Annex A
11 217 1 A/m (r.m.s) IEC 61000-4-8 Annex B
T Ful <80~1,000 MHz
12 A7 3 V/m IEC 61000-4-3 Annex A
ANZz2A 80 AM(1kHz)
4HSA) kv
A7) WA IE -4 B
13 447] W B2 KV C 61000-4-2 Annex
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