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SUMMARY

1. Title

A Study on the Improvement of the regulatory system to strengthen the illegal spam

response system of mass texting companies

2. Objective and Importance of Research

The amount of text spam received per capita per day is expected to increase
steadily until the first half of the 2021, and the harmfulness of text spam is
considerable as it is used for various crimes such as smishing, as well as various illegal
activities in the contact information(phone number etc.) collection and sending stages.

The government is taking various measures to solve this problem, and some of them
seem to have achieved significant effects, but they do not seem to be able to solve
the structural problems of the mass texting market that generate mass spam.

A structural and multifaceted approach to addressing the problem of spam is needed,
especially as the barriers to entry for texting agencies are too low, leading to the

gradual demise of mass texting agencies.

3. Contents and Scope of the Research

Text spam is a serious social problem that requires effective institutional discipline
and comprehensive measures to solve it.

To this end, this study first examines the composition of the mass texting market,
which consists of mobile operators, relay companies, and resellers, and analyzes the

current spam texting regulation system to identify the limitations of the current system
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and identify directions for reorganization.

Based on this, we propose a comprehensive text spam regulation plan, including a
plan to validate the sending number of bulk text messengers, a plan to strengthen
entry regulations and management of bulk text messengers, a plan to introduce
pre-approval for bulk text messengers, a plan to establish fines for illegal spammers,
and a plan to amend the Telecommunications Business Act and the Act On Promotion
Of Information And Communications Network Utilization And Information

Protection(Information and Communications Network Act)

4, Research Results

1) Current System for Responding to lllegal Spam by Bulk SMS Companies

1. Structure of the current mass texting market

The mass texting market is composed of mobile operators, text relay operators, and
text resale operators.

A text messaging service provider is a special type of additional telecommunication
service provider that sends text messages by connecting its system to the
telecommunication facilities of mobile operators, and its scale is about 10 companies,
and a text reseller is a special type of additional telecommunication service provider
that sends text messages by connecting its system to the telecommunication facilities
of a text messaging service provider or another text reseller, and general users
purchase and use bulk text messaging services from text resellers.

2. Current Status of Illegal Spam Regulation in Korea

The key regulatory statute governing illegal spam is the Information and
Communications Network Act, which includes various advertising-related systems such
as prohibiting the transmission of advertisements without the recipient’s prior consent,
prohibiting the transmission of advertisements in case of refusal to receive or

withdrawal of prior consent, and prohibiting the transmission of advertisements from
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21:00 to 8:00 the next day.

These regulations were initiated through the amendment of the Information and
Communication Network Act in 1999, and since then, legal and institutional
improvements have been made, such as the introduction of the opt-in system, the
establishment of penalties for illegal spam, and the expansion of the application of
opt-in.

To respond to illegal spam, relevant organizations and service providers have
established and operated a response system for reporting, receiving, blocking, and
taking action on spam and the Korea Communications Commission is taking measures
to block spam by utilizing big data on spam through the KISA Illegal Spam Response
Center.

In addition to the Information and Communication Network Act, the
Telecommunications Business Act and the Notification of False Labeling Act are also
related laws for the regulation of illegal spam.

The Telecommunications Business Act prohibits anyone from falsely indicating the
sender’s phone number in a telephone call or text message for the purpose of
deceiving another person to obtain property benefits or causing harm such as abuse,
threats, or harassment, and illegal spammers often manipulate the calling number to
increase the success rate of sending illegal spam texts.

The Telecommunications Business Act and the Notice on False Indication impose
certain obligations on text messaging service providers, such as inserting identification
codes, to prevent spam and protect users.

In addition, the Ministry of Science and ICT and KISA are conducting a project to
counteract calling number misrepresentation (tampering), and to this end, they operate
a calling number misrepresentation reporting center, operate a public and financial
institution impersonation call blocking system and a number stealing text blocking
system, conduct on-site inspections of telecommunications companies, and provide

services for cooperation with related organizations and council operations to counteract
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calling number misrepresentation.

2) Improvements to Strengthen the Response System to llegal Spam from Mass Text
Messaging Companies

1. Measures to validate the calling number of mass text messaging companies

[There is no system to verify the authenticity of the proof of communication
submitted by the user, and in the case of a phone number registered by submitting a
false or falsified proof of communication, there is no system to further verify the
identity. Therefore, this amendment aims to contribute to the improvement of public
convenience by preventing illegal abuse of mass text messages (phishing, etc.) by
establishing and operating an integrated verification system for proof of use.

Specifically, the Korea Communications Commission is designated as the main body to
establish a verification system for the actual use of the sender’s phone number, and
the Korea Telecommunications User Protection Association is designated as a dedicated
organization to support the establishment and operation of the system.

Text relay operators and text resellers must use the system to verify the actual use
of phone numbers when transmitting commercial information for commercial purposes,
and the Association for the Protection of Telecommunications Users may request the
provision of personal information such as name and phone number to a common
telecommunications business (meaning a person registered pursuant to Article 6(1) of
the Telecommunications Business Act) that holds the phone number of the sender if
necessary to operate the phone number verification system, and in this case, the
common telecommunications business receiving the request must comply with the

request unless there are special reasons.

2. Measures to Strengthen Entry Regulation and Management of Bulk Text Messaging

Companies
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Prior to 2014, the entry regulation for special types of additional telecommunication
service providers that perform additional telecommunication duties under Article 2 (14)
of the Telecommunications Business Act was operated as a notification system, but was
upgraded to a registration system in 2014 for the purpose of preventing tampering
with calling numbers. However, even after this strengthening of entry regulations,
illegal spam transmission did not decrease; rather, in the last five years, the number
of illegal spam detected and reported through mass text messaging companies
increased significantly from 11,929,745 in 2018 to 15,983,651 in 2022. In particular, the
ratio of illegal spam to the total number of mass text messages increased from 80.0%
in 2018 to 95.5% in 2022, indicating that the management status of illegal spam
transmission has not improved, and the registration requirement for mass text
messaging companies under the current Telecommunications Business Act does not
appear to be acting as a meaningful entry regulation.

Accordingly, we have prepared a plan to strengthen management by strengthening
the registration requirements for bulk text messaging companies in general and
establishing new reasons for canceling registration.

Specifically, the Act imposes an obligation on mass text messaging companies to take
technical measures to prevent the transmission of illegal spam texts and requires them
to submit a plan for implementing such technical measures when registering as an
additional telecommunications business.

In addition, it prohibits anyone from removing, changing, or bypassing technical
measures without legitimate authority, and requires mass text messaging companies to
automatically record the operation and management of technical measures and keep
them for a certain period of time. In addition, the Act provides grounds for the
Minister of Science and ICT or the Korea Communications Commission to inspect the
operation and management of technical measures of mass text messaging companies or
to request the submission of documents, and prohibits anyone from falsifying or

altering records of the operation and management of technical measures without
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legitimate authority. Furthermore, it prohibits a mass SMS sender from owning shares
or equity in a third party when entrusting technical measures to a third party.

In addition, the Presidential Decree stipulates the specific details of the registration
requirements for mass text messaging companies, so the Enforcement Decree of the
Telecommunications Business Act was amended to strengthen the registration
requirements. The main contents include raising the minimum capital requirement to
register as a mass text messaging service to 300 milion won, and requiring a
dedicated employee to manage the transmission of advertising information for
commercial purposes.

In addition, while the current Telecommunications Business Act stipulates that a
special type of telecommunications provider under Article 2 (14) can be deregistered
after being fined three times or more for violating the Copyright Act, subject to a
review by the Korea Copyright Commission and a request by the Minister of Culture,
Sports and Tourism, there is no provision for such deregistration for mass text
messaging companies, WHEREAS, it has been pointed out that even in the event of
illegal spamming, the only penalty that can be imposed on bulk text messaging
companies is the imposition of a fine under the Act on the Use and Promotion of
Information and Communication Networks, which lacks incentives for bulk text
messaging companies to make efforts to prevent illegal spamming. In view of this, if a
mass text messaging service is subject to a fine under the Information and
Communication Network Act related to illegal spam transmission more than three times,
it will be grounds for revocation of its registration. However, deregistration will only
occur if the NCC requests deregistration, thereby enabling law enforcement to take

into account the gravity and specificity of the case.
3. Pre-qualification of bulk sender organizations

Text resellers who transmit illegal spam often establish businesses to transmit illegal

spam and go out of business when caught. To prevent this from happening, we have
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introduced a pre-approval system that allows text messaging companies to review
resellers at the time of signing the contract in advance.

If a text reseller sends bulk texts, especially advertising information for commercial
purposes that may constitute spam, it must obtain the written consent of the text
relay company in advance. For this purpose, first, a text messaging service provider
that sends bulk text messages by connecting its system to the telecommunications
facilities of a mobile communication service provider based on whether or not it has a
direct line contract with a mobile communication service provider, and a text reseller
that sends bulk text messages through a system connection with a text messaging
service provider or another text reseller are defined separately.

In addition, if it becomes possible to transmit advertising information for commercial
purposes through other text resellers who have received prior authorization, even if
they do not receive prior authorization from the text relay operator directly, the
regulation through the prior authorization system will be bypassed, so prior
authorization must be obtained from all text relay operators.

To ensure that the business operations of text resellers are not disrupted, it is
stipulated that text relay operators may not unreasonably delay or deny the requested
authorization.

To ensure the effectiveness of the system, a fine of not more than 30 million won
can be imposed on those who transmit advertising information for commercial purposes
without obtaining prior consent and those who unreasonably delay or deny the

requested prior consent.

4. Proposed Penalty for lllegal Spam Senders

The current Information and Communications Network Act was amended and
enforced on August 5, 2020, and since then, the penalty provisions have been deleted,
as the imposition of personal information-related penalties has been transferred to the

Personal Information Protection Act.
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However, it is recognized that it is necessary to strictly impose fines on illegal
spammers for acts that are highly serious and are expected to generate illegal profits
in order to increase their authority and recover illegal profits.

Accordingly, a new penalty regulation has been established to impose a penalty of
not more than three hundredths of one percent of the relevant turnover on those who
fail to take necessary measures in violation of Article 50(4) of the Information and
Communications Network Act and those who transmit advertising information in
violation of Article 50(8).

3) Proposed Amendments to the Telecommunications Business Act

While the Telecommunications Business Act is organized in a way that has entry
regulations to reflect the specificity of the telecommunications industry and behavioral
regulations for operators subject to the entry regulations, the Information and
Communication Network Act defines targets based on whether they provide services in
addition to the operators subject to the Telecommunications Business Act. This
research project examined the contents of the Telecommunications Network Act, which
defines the operators subject to the Act as text messaging service providers and text
messaging resellers, but if entry regulations are set aside, it is possible to adopt the
above two operators in the definition of the Telecommunications Business Act and

revise the registration requirements.

5. Policy Suggestions for Practical Use

The amendments to the Information and Communications Network Act and the
Telecommunications Business Act can be used as a basis for short-term establishing
policies to prevent illegal spam texts.

In particular, it is expected to be utilized as a reference for establishing
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structural-level policy measures to address illegal spamming by changing the structure
of the current mass texting market.

In addition, it is expected to be utilized in the establishment of policies to resolve
spam texts in the mid- to long-term through a comprehensive approach such as the

introduction of pre-approval and calling number validation measures.

6. Expectations

Reduce the volume of illegal spam texts and strengthen oversight of the bulk texting

marketplace
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