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How Web Works?

ISP
< _

3. Internet communication
1 (e.g., HTTP request/response)

What is IP 2.
address of HCCXNK O XKK

Google.com?

Server
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Domain name system (DNS) 5 UNIVERSITY
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(DNS X}Eh

client Server

> ISP »
< -—

DNS AEH
« P34 OHA K AMOIE PE LR{E

« E.g., warning.orkr
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- DNS MH HiAZ 3l 22| 7ts
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Domain name system (DMNS) c UNIVERSITY

Ol B il & KFCh HhAl 5
ISP XPF_P (HTTP Sl Eﬁ)

Server
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ISP KFEE
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Domain name system {(DMS)




HTTP & HTTPS

» HTTP (HyperText Transfer Protocol)
— WWW &0l M client} server7t EEE FIE =
(request/response) ZEEZ

- FEHIMLEME FIEE

« HTTPS
— HTTP over TLS
— HTTPE S F1e= S4 HOlHE TLS =2&
El E=

P (Q8EA  2ISSLAB

Transport Layer Security

» Transport Layer Secunity (TLS) and its predecessor Secure Sockets Layer
{SSL) are cryptographic protocols designed to provide communications

security over a computer network

* The primary goal
— Provide pnvacy and data integrity between two commumicating
computer applications




TLS Handshake Protocol
(versions up to 1.2)

[Client] [Server]

ClientHello =

TLS wersion, ciphersuits list, nonce, ...

Server name indication (SNI)

WLoREA  HISSLAB

TLS Handshake Protocol
(versions up to 1.2)

[Client] [Server]
ClientHello =
ServerHello
Certificate”
ServerkKeyExchange®
CertificateRequest”

ServerHelloDone
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TLS Handshake Protocol
(versions up to 1.2)

[Client] [Server]

ClientHello e
ServerHello
Certificate*
ServerKeyExchange*
CertificateRequest”

= ServerHelloDone

Certificate®

ClientKeyExchange*

CertificateVerify™*

[ChangeCipherSpec]

Finished =

KOREA .@ISSLAB
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TLS Handshake Protocol
(versions up to 1.2)

[Client] [Server]

ClientHello >
SemverHello
Cerificate*
SemnverkKeyExchange®
CernificateRequest®
ServerHelioDone

Certificate™

ClientkeyExchange*

CertificateVerify™*

[ChangeCipherSpec]

Finished 2
[ChangeCipherSpec]
Finished

-+
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TLS Handshake Protocol
(versions up to 1.2)

ClientHello >
ServerHello
Certificate*
ServerkKeyExchange®
CeriificateRequest™
ServerHelioDone
Certificate™
ClientkeyExchange™
CertificateVerify*
[ChangeCipherSpec]
Finished >
[ChangeCipherSpec]
Finished

Application Data

> Application Data
SISSLAD

Y uNMveRs Y
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(ISP XtEF — TLS SNI)

Client

Server

I

— Bl <
=

ISP A}EH

= TLS handshake =2 £ 22| ClientHello
SNI HEZ Baf ol As T A

2H5HdE

= Virtual private network(WVPM), Encrypted
SNIESNI) S22 23] 7Hs

Domain name system (DMNS) OREA d?lsﬁLAB
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TLS 1.3 &%}

- SSL/LS 2HF 1

ns10

1985 199l 20144 49 2018
& ; i . .
i nsv | | |
(1595 550 3.0 (2005) TES 1.2 TLS 1.3 TS 1.3

e oo (HEM AT (2018

— HEFT| 7} design-release-break-patch | A design-break-fix-telease cycle® ¥ -3
- JIETLS2 ME HAI E2 220 o F{HE F7 2 B EFER Y
— 2018 g3 228 TIS 13 (RFC 8446) 22

- FHRELS RSO0 EHE R 42 ECtRH TIS 1.3 AlE

TLS 1.3 0] SNI 7|uF QIE{4} XICH7|&0] g29 Z2A7)2

WIQREA #lISSLAB 13

TLS Full Handshake Protocol Overview
« Full Handshake
[a 11T SEreEr
ClamHalis
et Client Server
Certificats | . - .
SeeveekeyEncharge | €l I
L Sersrsilodons: | [ " EanwrHalie |
ClieniKeyTxctarse | EncrypsdEntersans  igh
ChangstipaSpes Cartificane I
i Finiaad B . | Concatventy ﬂ
Changetipharspee | ) L.l u
_ Fnismd e E;
e = T T ]
TS 1.2 TLS 1.3
TLS 1.3 ClientHello BIAI K| =
i - handshake raffic key R % » e
& : application maffic_kev W= T} %FES&EDH 9;'-'%
P KOREA  £ISSLAB 14




After TLS 1.3

« TLS SNI 7|8t X}Et HhAl2 &

L= S |

CIE{ Ll XLt 7 |=2 &8 7=

— VPN S0 Cliet O| 50| =X & &%
—TLS 1.2 T 10872 FHL HFEo & AIE
—TLS 1.32°?

BIOREA  #ISSLAB

What ISPs Can See?

https://www.upturn.org/reports/2016/what-1sps-can-see/
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What ISPs Can See?

« ISP7t =3lot= 88 = 0|0 &5 &

Olo

- 570 AO|EL2LO|H SEE F 10 =71
(e.g.. HTTP)

- 57 {H AO| 20| A SO} A B S8H=7)
(e.g.. HTTPS)

— TLS SNIE =38! “I=

ISP +X HEE F71, O, TAS 2% UBIHETR
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